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EXECUTIVE SUMMARY

I.  GENERAL.  As a consequence of issues surrounding Gulf War Illness, the Public Law 105-85 amendment of Title 10, SECTION 765, "Improved Medical Tracking System For Members Deployed Overseas In Contingency or Combat Operations" and DoD Directive 6490.2, "Joint Medical Surveillance", directed routine medical surveillance of all Military Service members during active Federal service, especially military deployments. This document provides the Concept of Operations (CONOPS) for the Air Force Global Expeditionary Medical Surveillance System (GEMS).  It describes the use, employment, deployment, and redeployment of the GEMS as a medical system.  In addition, this CONOPS may be used as a guide for validating future GEMS requirements and revisions to appropriate planning and training concepts.  It focuses on pertinent aspects of capabilities, employment, and interoperability and is not intended to provide minute detail of all aspects of operations. GEMS will be deployed to meet specific medical surveillance requirements related to a mission.  ACC is the Manpower and Equipment Force Packaging System (MEFPAK) responsible command for the GEMS.  ACC, CENTAF, PACAF, USAFE, AFSOC, AFSPC, AFRC, ANG,  AETC, AMC, and AFMC are providers/users of GEMS.

II.  DESCRIPTION.  In the days of modern warfare, the lesson learned from Agent Orange and Persian Gulf Illness has been our failure to collect, record and analyze the exposures of American troops.  This failure has led to an inability to fully appreciate the risks under which Americans serve and fight.  Without this appreciation, risk mitigation and avoidance cannot be thoughtfully accomplished.  Avoidance and mitigation of risk becomes crucial in the face of the threat of Weapons of Mass Destruction, specifically biological and chemical weapons.  

GEMS delivers the ability to record and/or review clinical information.  The information captured from the individual encounters is then shared or “rolled up” so that analysis can take place automatically.  This analysis will also happen within a timeframe that allows for identification and mitigation of the risk earlier than any system that is currently deployed or available.  GEMS improves the documentation of delivered healthcare and the response to threats and/or BW/CW events that put our troops at risk.  The expected by-products are better continuity of care for the patient, better surveillance of the deployed population’s health, and the direct reduction of injury and death through risk avoidance, in the event of attack.

III.  OPERATIONS. GEMS is a reachback detection and tracking system used by deployed  Air Force units including Expeditionary Medical Support (EMEDS)/Air Force Theater Hospital (AFTH) units and is designed to provide information on the detection and identification of biological or chemical events, including biological warfare agents. It provides critical Battle Management/Command and Control data to higher headquarters through a reachback capability designed to support sustained quality medical support to deployed forces. GEMS improves the documentation of delivered healthcare and response to  health threats and/or biological/chemical events that place our forces at risk. 
IV. COMMAND AND CONTROL RELATIONSHIPS STRUCTURE.  GEMS assets

support Unified and Specified commanders in accomplishing Operational Plans (OPLANS).  Specific Unit Type Code (UTC) taskings are reflected in the USAF War and Mobilization Plan (WMP) and are sourced through each respective parent MAJCOM.  Deployment of personnel using this equipment and related supplies is sequenced through each plan’s Time Phased Force Deployment Data (TPFDD).  Operational Control (OPCON) of the deployed GEMS resides with the deployed medical unit (EMEDS/AFTH) commander, as specified in the Operations Order (OPORD).  The EMEDS/AFTH commander makes day-to-day operational decisions and is responsible to that deployed installation commander.  Additionally, the EMEDS/AFTH commander has coordinating responsibility with the Joint Task force (JTF), Unified, or Specified Command Surgeon.  

V.  INTELLIGENCE/NATIONAL AGENCY/SPACE SUPPORT.  Air Force Space Command provides the space-based capabilities such as communications, position location, warnings, and weather information that may be needed to support EMEDS/AFTH and related GEMS operations.  Spaced-based communication systems, linked with terrestrial Command, Control, Communications, Computers and Intelligence (C4IM) systems, gives the theater surgeon and EMEDS/AFTH commander the ability to more effectively and efficiently direct, monitor, and employ the deployed medical forces and supporting GEMS equipment.

VI.  COMMUNICATIONS/COMPUTER SYSTEMS SUPPORT. Medical units utilize Air Force communications units, which provide base communications voice and data infrastructure and long haul theater connectivity.  Communication requirements and frequency allocation issues, including those for GEMS, must be coordinated prior to deployment.  Maximum interoperability to optimize joint arena communications and frequency issues is a common goal.  Communication planners must coordinate frequency requirements through appropriate frequency management channels (i.e. installation, MAJCOM, theater, etc.) to ensure all radiating equipment is spectrum certified and frequency supportable.  Air Force medical UTCs deploy with GEMS for local use at their operational site. GEMS operates on laptop and handheld computers with government furnished MS Office suite and contractor provided application software.  The EMEDS/AFTH will not always require Expeditionary Combat Support (ECS) for deployed Network Control Center (NCC) functionality, but may operate as a standalone system. GEMS software can be integrated with  network core services; i.e., WAN network access, Information Protection, Network Operating System (NOS) domain architecture, TCP/IPP addressing, etc. EMEDS/AFTHs deploy with their own computer systems in order to provide word processing, data base management, message text formatting, graphics, and Local Area Network/Wide Area Network (LAN/WAN) interface capability; this includes GEMS equipment support. 

VII.  INTEGRATION AND INTEROPERABILITY.  Integration of deployed assets within a theater is critical for successful operations.  GEMS, as a part of the EMEDS/AFTH unit, is supported indirectly by Expeditionary Combat Support (ECS), such as power, logistics, and security to sustain the overall medical mission. 

VIII.  SECURITY.  GEMS will be protected since the EMEDS/AFTH, to which it is organic, is a controlled area in accordance with AFI 31-209, Resource Protection Program. The EMEDS/AFTH and related equipment/systems will generally be deployed to secured operating bases where the primary responsibility for base or garrison security is the host unit/wing.  However, GEMS will not always deploy to secure operating bases.  Mission requirements may dictate locating the EMEDS/AFTH facility outside of a base or protected area.  Medical forces are trained and ready to assume responsibility for personal, equipment and facility protection when necessary.  GEMS deployability includes the full spectrum of deployed scenarios, including support for humanitarian and civil disaster response. 

IX.  TRAINING.  The AFMS  AFSC-Specific Warskill Competency (WC) Training Requirement was developed to assist medical personnel in creating Air Force Specialty (AFS) training and mission specific medical readiness training plans. This would include training unique to the applications and operation of the GEMS by appropriate UTCs.  The use of WCoptimizes the comprehensiveness of training programs. GEMS training will cover the entire spectrum of deployed medical operations and all phases of deployment, employment, and redeployment.  Readiness training is conducted according to AF and/or MAJCOM directives.  Initial training to users will begin in user specific courses including the Aerospace Medicine Primary Course, Public Health and BEE technician training courses as well as the EMEDS course. Training may also be conducted in conjunction with sponsored or local training exercises, or in conjunction with operational deployments.  Personnel assigned to mobility positions for the personnel package UTC that will employ the GEMS should be knowledgeable of GEMS operation.  Personnel assigned to UTC augmentation packages must be fully qualified on all appropriate equipment prior to deployment.

X. LOGISTICS.  GEMS logistical support needs are minimal. However, medical logistics personnel in concert with line and medical planners provide insight into where, what, how much, at what rate, for how long and when War Reserve Materiel (WRM) is required. Use of WRM for Small Scale Contingencies (SSCs) must be approved IAW AFI 25-101, War Reserve Materiel (WRM) Program Guidance and Procedures. This knowledge formulates essential strategies that ensure adequate medical materiel is pre-positioned, available at deployed location, or deployed with personnel.  Logistics objectives are to reduce the physical footprint and airlift requirements without degrading medical capability, and to provide the right materiel and a tailored logistics support system to ensure responsive sustainment.XI.  SUMMARY.  The GEMS can deploy worldwide to support various operations.  By design, the medical unit that GEMS accompany, can be tailored and deployed to meet theater CINC requirements.  As ACC provides timely and effective aerial combat forces to the combatant commander in support of theater objectives, the GEMS will support the mission, helping to ensure an optimum level of wellness and force protection for the supported population. 

SECTION 1 - GENERAL

1.1.  Purpose:  This document provides the concept of operations for GEMS resources.  It describes command relationships, assigns tasks, and furnishes generic guidance for the utilization of GEMS in support of operations envisioned in the Regional Operational Plans (OPLANs), exercises in which medical forces participate, and contingency/humanitarian operations.   Specific information to amplify guidance contained in this CONOPS is included in Technical Orders (TO)/Technical Manuals (TM) and supporting Regional or other OPLANs.  This document also provides guidelines for identifying and defining responsibilities; ensuring that GEMS tasks, functions, and responsibilities are properly assigned; ensuring adequate resources are available to support global military operations associated with regional plans;  providing a source document for developing GEMS policies, standard operating procedures and training programs;  validating future GEMS  requirements and revisions to appropriate planning and training concepts.

1.2.  Background: 1.2.1.  Lessons Learned:  Among the lessons learned from Agent Orange and Persian Gulf Illness is the need to better collect, record and analyze exposure of American forces to chemical agents, biological agents and toxic industrial materials (TIMs)electronically so that we can better understand the potential risks our troops are exposed to in the service of their country.   Understanding CBW/TIM risks is paramount so that commanders can take prompt action to reduce or eliminate the medical threat to our forces.

1.2.2.  Public Law 105-85, Amends Title 10,  SECTION 765. IMPROVED MEDICAL TRACKING SYSTEM FOR MEMBERS DEPLOYED OVERSEAS IN CONTINGENCY OR COMBAT OPERATIONS:  This amendment requires the following …"(a) System Required.--(1) Chapter 55 of title 10, United States Code, is amended by inserting after section 1074e (as added by section 764) the following new section: Sec. 1074f. Medical tracking system for members deployed overseas: ``(a) System Required.--The Secretary of Defense shall establish a system to assess the medical condition of members of the armed forces (including members of the reserve components) who are deployed outside the United States or its territories or possessions as part of a contingency operation (including a humanitarian operation, peacekeeping operation, or similar operation) or combat operation." The Mission Needs Statement (MNS) that supports the GEMS capability specifically calls for a system which meets the requirements addressed in the public law by providing an enhanced capability to carry out medical and environmental surveillance in the theater of operations, in support of ongoing threat assessment and of medical decision making and planning. This will include the ability to rapidly identify, report and document NBC-E/TIC/TIM threats through medical surveillance for health outcomes of operational importance, and epidemiological analysis of medical events and patterns; thereby providing medical situational awareness and decision support to commanders. Included is the rapid and automated dissemination, recording and archiving of medical surveillance reports and analyses.
1.2.4.  GEMS Development:  In 1998-1999, GEMS was developed by the Medical Agile Combat Support Division, Headquarters Air Combat Command Surgeon's Office as a reachback capability that integrates patient evaluation, epidemiological analysis, and medical command and control across the full spectrum of Air Force medical units, Coalition Forces, Government Agencies and civilian medical treatment facilities.  It supports force protection in forward locations as well as command and control of health events worldwide. It will have direct impact on force protection by detecting and reporting adverse health events to C2 centers for immediate Battle Management decision-making and action.  The capability provides medical personnel and decision-makers the ability to manage casualties and adverse health events. 

1.3.  Threat: Global Engagement charges USAF forces with rapidly deploying to various parts of the world.  People, systems and facilities of supporting bases are essential to the launch, recovery, and sustainment of aerospace platforms.  Health services are crucial to public health, base defense and quick resumption of operations after attack and for supporting a variety of humanitarian/civic action missions.  Because of the wide variety of possible operating locations and potential adversaries (both human and environmental), there exists a broad range of potential threats. In almost every theater, the threat exists of biologic events as a prime threat, both naturally occurring and overt. Deployed commanders must be ready to protect their forces against such threats. The GEMS components act in early identification and mitigation of biologic threats and allow mission tempo to proceed.

1.3.1.  General:  The threat to beddown location populations varies considerably within the spectrum of missions.    Threats include, but are not limited to, terrorism, information warfare, surface-to-air munitions, surface-to-surface munitions, enemy special forces activities, biological/chemicalevents, and environmental threats, among others. 
1.3.2.  Medical Threat Implications: 

1.3.2.1.  Disease and Non-Battle Injury (DNBI): Historically, this threat has accounted for over 80% of personnel admitted to hospitals during contingency operations.  The threat is variable, and depends on operating location, endemic disease, climate, terrain, socioeconomic conditions, and military operations involved.  Environmental Intelligence (EVINT) sources, preventive medicine teams and techniques, epidemiological assessment, proper waste management, consultation with specialists, advanced treatment modalities and diagnostics, and medical information management systems (e.g., GEMS) are instrumental in minimizing the threat.  Medical planners should ensure appropriate public heath function expertise deploys with each increment of the EMEDS/AFTH.

1.3.2.2.  Conventional Weapons: These weapons, including precision guided munitions, anti-personnel/vehicle mines, tube and rocket artillery, aerial bombs, cruise and ballistic missiles, and others, carry the potential to inflict personal injury in widely varying degree.  Treatment from injuries due to these weapons is enhanced through advanced diagnostic capability; use of equipment and techniques representative of current standard of care; specialty consultation; medical information access; aeromedical evacuation; and the ability to process tests and data rapidly.

1.3.2.3.  Weapons of Mass Destruction (WMD): For a complete discussion of biological and chemical agents, and nuclear weapons and their effects, see AFJMAN 44-151/FM8-9, NATO Handbook on the Medical Aspects of NBC Defensive Operations. Combat Air Force (CAF) warfighters supporting CINC missions are increasingly deployed to remote field locations. The importance of air power and relative location to the “front lines” will make US air bases a high priority target for SOF.  Emerging and increasing asymmetric threats and the lack of adequate measures to medically identify, analyze, track, and counteract significant exposures to such threats adversely impact the mission and force health protection.  GEMS is designed to help remedy this force protection shortcoming. 
1.3.2.3.1.  Chemical and Biological Weapons: Chemical and biological weapons are relatively inexpensive, being produced by most nations.   Due to proliferation of biological and chemical agent production capabilities and means of delivery, the possibility of biological or chemical attack or exposure poses a significant threat.    Appropriate medical defenses include the Chemically Hardened Air Transportable Hospital (CHATH).  As a collective protection measure, the CHATH permits medical treatment and rest in a non-Chemical Warfare Defense Ensemble (CWDE) wearing environment. The EMEDS/AFTH force packages are currently not fitted with CHATH components and are not capable of sustained operations in a chemically or biologically contaminated environment.  The most important biological warfare preventive measures are  vaccination and intervention.  Preventive medicine and medical surveillance teams, coupled with advanced medical information, communication, and diagnostic systems represent medical defense capabilities enabled through GEMS components, work in concert with other current and projected defense measures, such as reconnaissance, sampling, detection, identification, warning, and physical protection provided by personnel protective equipment and shelters.

 1.3.2.3.2.  Effects of Chemical/Biological Warfare on Medical Force Protection:  BW weapons can be employed in an effort to reduce effectiveness of medical protection.  Primary targets are support facilities such as ports, airfields, industrial sites where large numbers of suseptible personnel may be exposed.  Widespread and sporadic BW attacks would attempt to force a protective posture, thereby degrading US operational effectiveness.  Possible reactive threats include misinformation about BW capabilities, attempts to discredit US Chemical Biological Warfare Defense (CBWD) products program, interference with CBWD medical defenses through sabotage, and employment of agent mixtures during attack.  Feasible threats include development of alternate BW agents such as hemorrhagic fever viruses for which there are no available vaccines or effective treatment; altering properties of bacterial, viral, and toxin BW agents so that current treatment is ineffective.  

1.3.2.3.3.   Improved Medical Protection:  Appropriate medical defenses can dramatically influence the outcomes of a biological event. Effective force protection requires detection and warning, individual protection, collective protection and decontamination capabilities.  GEMS is designed to  address the detection and warning aspects of this defense. While the most important BW preventive measure is vaccination,  a primary BW defense,  preventive medicine and medical surveillance teams coupled with advanced medical information, communication, and diagnostic systems such as GEMS represent medical defense capabilities which complement other current and projected BW defensive measures (e.g.  reconnaissance, sampling, detection, identification, warning, and physical protection provided by masks and shelters). 
1.3.3.  Information Warfare (IW): Information systems, their burgeoning connectivity, and the wealth of valuable information processed by, and stored in those systems, make them attractive targets.  The threats to those systems are worldwide in origin, technically diverse, and growing rapidly.  The EMEDS/AFTH communications systems is subordinate to the Network Control Center (NCC), in order to capitalize on the NCC’s Information Assurance doctrine and Information Protection capabilities.  The medical facility abides by the AFFOR/ASETF Network Operation and Security Center – Deployed (NOSC-D) and NCC communications design architectures, operational rules of engagement, and MAJCOMs’ preferred product lists to minimize the threat.
SECTION 2 - DESCRIPTION

2.1.   Mission/Tasks:  Medical Readiness encompasses the ability to mobilize, deploy and sustain field medical services and support for any operation requiring medical services; to maintain and project the continuum of healthcare resources required to provide for the health of the force; and to operate in conjunction with beneficiary healthcare.  The deployed Aeromedical Clinic/EMEDS  supports National Military Strategy and is the premier deployable asset and major weapon system of the AF medical community.  The medics prevent,and treat non-battle diseases and injuries, and provide immunization and vaccines to prevent casualties from chemical/biological events and endemic threats. In the event of a BW/CW attack or exposure to such agents, the GEMS will provide rapid identification of a biological event and provide the reachback ability to inform command and control elements with information regarding the detection, exposure and treatment of forces for related illness/injury. 
2.2.
Description/Capabilities:  The GEMS reachback capability integrates patient evaluation, epidemiological analysis, and medical command and control across the full spectrum of military medical operations and civil support actions.  GEMS delivers the ability to record and/or review clinical information captured from the individual patient encounters.  That information is then shared or "rolled-up" for automated analysis.  This analysis occurs within a time frame that allows for early identification and mitigation of the risk.  GEMS improves the documentation of the healthcare delivered and response to threats and/or BW/CW events that place our forces at risk.  The by-products are a better continuity of patient care, improved surveillance of the deployed forces' health and the direct reduction of illness and death through risk avoidance in the event of attack or endemic event. Through an improved Medical Surveillance System, the Global Expeditionary Medical Surveillance System (GEMS), integration of patient evaluation, epidemiological analysis, and medical command and control will be standardized for the first time among Air Force, Coalition Forces, Governmental agencies and civilian medical treatment facilities. The GEMS medical information system is a full spectrum medical management system with the following system components:

2.2.1.  Patient Encounter Module (PEM).   The PEM is a paperless linked tool for front line medics to record individual patient assessments.  The system works from a handheld device in mass casualty or combat environments.  The information collected is aggregated at progressively higher levels allowing for accurate theater assessment, epidemiological monitoring and decision-making from the local to theater level.  

2.2.2.  Theater Epidemiological Module (TEM).  The TEM uses the aggregated field patient data from a single site or multiple sites. It provides both summary reports and graphic representation of disease activity, rates and trends. It also tracks important command and control information including dispositions of ill and injured patients, medical facility capability and public health concerns affecting the deployed population. Using pre-defined disease and symptom complex information, the TEM acts to automatically monitor and alarm if rates exceed pre-defined thresholds.
2.2.3.  Command Core System (Theater). A version of the biological environmental and  occupational tracking system, it offers continuous monitoring of deployed individuals and locations for area threats and condition. The CCS(T) reads a concise data set into the GEMS theater database for an integrated force protection capability. 
2.2.4.  Ruggedized Advanced Pathogen Identification Device (RAPID).   The RAPID is a portable field identification tool able to identify biologic agents from patient and environmental sources, to include known biological warfare agents. Users of this are laboratory Biological Augmentation Teams (BAT) made up of molecular biological specialists.
2.2.5.  Care Central.   This tool can direct and coordinate disease treatment worldwide. Based on the United States Army Medical Research Institute of Infectious Diseases (USAMRIID) treatment protocols, this database enables the most current recommendations to the field providers, tracks and documents diagnosis and treatment of biological agents.

SECTION 3 - OPERATIONS  

3.1.   GEMS Employment:  Overall, GEMS improves the documentation of delivered healthcare and response to  health threats and/or biological/chemical events that place our forces at risk. GEMS provides  monitoring and reachback capability for deployed medical units, expeditionary operations centers, higher echelons of command and control (e.g., Air Force forces (AFFOR) headquarters, both forward and rear echelon, and for JTF staffs.  It can be used to support the full spectrum of military operations, from theater war to humanitarian relief, peacekeeping operations and civil support missions. The medical concept of operations includes engagement of North American Treaty Organization (NATO) military medical forces using GEMS for a coalition medical integration of command and control, as biologic agents do not recognize uniforms. Luftwaffe, UK MoD and other NATO/Coalition GEMS compatible nodes will push the operational envelope of the GEMS, and for the first time a coordinated Coalition medical response to a theater identified biological threat can be orchestrated and executed. 
3.1.1. Concept Of Operations:  Each EMEDS/AFTH will have at least a single GEMS PEM laptop that supports several GEMS handheld Personal Data Assistant (PDA) modules for physicians, nurses and medical technicians.  Daily patient encounters  entered into the laptop and the PDAs are aggregated for storage on the laptop unit. The GEMS can generate reports reflecting diagnostic and epidemiological data for local monitoring, or download data to file for transmission to higher headquarters for theater-wide aggregation and analysis. Routine medical encounters are recorded and stored in the Global Expeditionary Medical System (GEMS) theater database via the GEMS unit in the Expeditionary Operations Center (EOC).  This database is replicated to the GEMS Central Repository  within the theater (AFFOR Forward), Joint Task Force (JTF) Headquarters, as well as at a Rear Operations Support Center (ROSC). Periodically, the Theater Epidemiological Module (TEM) scans the entire GEMS Central theater database for key signs, symptoms and diagnosis codes. These data fields reflect potential reactions to possible BW/CW events.  The TEM then analyzes the identified encounters against a pre-set baseline that reflects normal occurrence throughout a specified time frame (typically 30-60 days).   The TEM is the BW/CW alarm system and provides real-time analysis of patient encounters and notifies/alerts medical units and C2 centers.  When the frequency or severity of encounters exceed a pre-set limit, they are identified as possible BW/CW events.
3.1.2. General Operational Scenario:  Upon identification of a possible biological or chemical event specific actions ensue to confirm/rule-out the suspected exposure/event, ensure proper medical intervention and warn deployed commanders to take all appropriate actions. 

3.2.  Deployment/Redeployment:

3.2.1.  General:  Deployment planning and preparation is essential to support GEMS operational objectives during wartime or contingencies and must be afforded sufficient command emphasis to ensure unit readiness.  GEMS is deployed/transported on a laptop computer with the required system specifications by using personnel.  It can be connected to standard power and LAN connections and requires little space for operation.

3.2.2.   Equipment Preparation:  When notified of a deployment tasking, equipment must be ready and/or prepared for transport.  Responsible teams should have checklists and/or Command/Theater/AOR directed flowcharts to assure proper procedures are followed for deployment and use of needed equipment.

3.3.  Reconstitution:  When deployment operations (non-NBC contaminated) end, the EMEDS/AFTH and supporting equipment/systems are field cleaned to the extent practical, and in compliance with theater guidance, prior to striking.  Repairs (if field level repair is available or required) are accomplished, components repackaged, and the system is prepared for transportation.  If the system is exposed to NBC contamination, it must be certified decontaminated from NBC hazards by qualified personnel using appropriate detectors, prior to striking.

3.4.  Relocation Ability:  The GEMS components are easily relocated with host base vehicles and transport assets. All modules can be moved swiftly, and reestablished within a few hours in most climates along with other deployed medical assets.  

SECTION 4 - COMMAND AND CONTROL RELATIONSHIPS STRUCTURE

4.1.
HQ ACC/SG Responsibility:  HQ ACC/SG will maintain overall advocacy for GEMS policy 

and serve as the medical consultant for technical guidance, user directed upgrades and deliberate planning for GEMS operations. 

4.2.  Local Command Authority:  The wing commander will have operational and administrative control of all assigned wing assets, including GEMS.  Responsible medical units will be aligned under the provisional wing or detachment commander at base level.  When deployed the EMEDS/AFTH commander’s authority extends upward directly to the wing commander with coordinating responsibility to the JTF or the Unified or Specified Command Surgeon. 
4.3.  EMEDS/AFTH Command:  The command arrangements for individual EMEDS/AFTHs employed in support of contingency operations will be outlined in the respective supporting Operations Plans/Execution Orders and will be specific to the operation and theater supported.

4.4.  Theater EMEDS/AFTH Operational Control:  EMEDS/AFTH and organic equipment within the theaters of operations are under the management control of the theater/AFFOR/JTFOR surgeon.  Day to day operations of these deployed assets are controlled by the on-site EMEDS/AFTH commander.  Operational control is the responsibility of the medical unit  and its trained personnel.

SECTION 5 - INTELLIGENCE/NATIONAL AGENCY/SPACE SUPPORT

5.1.
Intelligence:  Accurate medical intelligence is crucial to threat identification and application 

of appropriate preventive medicine measures.  Prior to a deployment, units, groups, and/or individuals tasked to support an operation will require a deployment briefing for the AOR they will be supporting.  During the employment stage of an operation, EMEDS/AFTH   personnel will require periodic briefings for their deployed location and for areas they will be transiting while conducting medical operations.  Communication of medical intelligence information, including GEMS related data, will be coordinated by Wing and Group commanders in accordance with exercise/operation directives. 

5.2.  National Agency:  The Defense Intelligence Agency's  Armed Forces Medical Intelligence Center (AFMIC) is the primary source for current medical intelligence.

5.3.  Space:  Space derived intelligence, weather updates, and troop movements are examples of valuable information which is primarily acquired through base support directorates. 

SECTION 6 - COMMUNICATIONS/COMPUTER SYSTEM SUPPORT

6.1. Communication Resources: The communication systems/equipment used must be interoperable to optimize joint arena communications and frequency management operations.  Communication planners must coordinate frequency requirements through appropriate frequency management channels (e.g.; installation, MAJCOM, and theater) to ensure all radiating equipment is spectrum certified and frequency supportable. Also, host-nation coordination must be initiated before a full-scale deployment.  EMEDS/AFTH requires ECS for deployed Network Control Center (NCC) functionality supplying networking core services (e.g., WAN network access, Information Protection, Network operating System (NOS) domain architecture, and TCP/IP addressing) key to GEMS operational support. Encrypted GEMS medical data may be sent over standard e-mail enabled by a variety of conduits provided by the Communications community.

6.1.1. Organic Communications Equipment: While EMEDS/AFTHs are dependant on other means of deployed communications support, the EMEDS facility is equipped with organic communications equipment (SATCOM and tactical radios). Prior to deployment, ensure EMEDS/ organic communication and computer systems are compatible with deployed forces’ communication and computer systems.  ACC/SG, the Manpower and Equipment Force Package (MEFPAK) Surgeon, must establish and maintain, in partnership with ACC/SC and AF Theater Medical Information Program (TMIP), a summary of all required deployable communications systems and line-of-business software applications.  The summary may include specific information for bandwidth requirements, TCP port utilization, external communication interfaces with associated IP addresses, time of day utilization cycles, restoration priorities, etc. Voice and data communications links are vital for sustaining command and control, medical logistics support, patient movement data, and general message traffic capabilities. 

6.2.  Medical Reports: All medical reports are submitted in accordance with AFM 10-206, Operational Reporting and specific CINC, JTF, and AFFOR guidance.  The MEDRED-C is a status report of medical operations and is a GEMS TEM capability.  This report is accomplished using the aggregated replicated encrypted GEMS medical data from multiple sites and assessed to the theater AFFOR/Aerospace Expeditionary Task Force (ASETF) surgeon, contributing MAJCOM surgeons and the AF Surgeon General.  The TEM provides an on-site assessment of the deployed medical unit ability to complete its mission.  This report provides information on the operational readiness status, unit availability, and patient care activities of USAF Medical Service units on alert for contingency operations, or which have come under the influence of an unusual occurrence (i.e., natural disaster, biologic events or other emergencies).  Data is used to make operational decisions on medical support forces and to perform medical intelligence analyses during contingency operations.  

6.3.  Secure/Non-Secure Communications: Any classified information must be transmitted by secure means.  GEMS reporting, including  MEDRED-Cs, medical surveillance, site locations, and compiled patient data are all examples of information that can be classified and will need safeguarding. This information is packaged, zipped and encrypted automatically and can only be utilized by another GEMS unit. The types of secure communications equipment usually available include Secure Telephone Unit (STU IIIs) and various other encryption devices.  Medical or casualty information becomes an Operations Security (OPSEC) issue when linked to a particular military mission or operation.  While medical information itself is not normally classified, in the context of a mission, it should be protected as part of the CINC’s overall OPSEC program to deny information to the enemy. 

6.4. Satellite Communications: SATCOM assets may be used to transmit encrypted  theater medical data and are deployed with the EMEDS force package.  Though satellite connectivity is the preferred connection, factors such as, bandwidth availability and CINC priorities may dictate SATCOM usage. Theater deployable communications (TDC) provide other methods for intra-theater communications.  In these cases the theater CINC may direct priorities.  Telemedicine, medical logistics support, video transmission, and electronic mail require SATCOM when there is no access to LAN/WAN connectivity or a TDC network.  Satellite communications are either military or commercial systems. 

 6.5.  Systems Equipment:  GEMS equipment may require routine preventive maintenance and upgrade to the latest version capabilities and repair by deployed or home unitsystems technicians. Hardware determined to be broken beyond the repair capabilities of the deployed unit will need suitable replacement.  A request must be up-channeled and coordinated with the AFFOR or JTF surgeon staff. 

SECTION 7 – LINE INTEGRATION AND INTEROPERABILITY

7.1. Integration and Interoperability With Other Systems: Integration and interoperability of deployed assets in a theater or area of operation is critical for successful medical operations.  Given that potential EMEDS/AFTH deployments include the full spectrum of deployed scenarios, it is essential that medical integration and interoperability occurs or exists with line elements of an AEF, components of the aeromedical evacuation system, joint medical counterparts, SOF medical components, and other federal and civilian support systems. Integration with the line is particularly critical for medical information management.   GEMS supporting function  requirements include, but are not limited to, communications systems maintenance, electrical power, personnel decontamination and security. Integration and interoperability with SOF medical elements and non-DoD and civilian components is also critical in ensuring a seamless casualty care system. This is applicable to all medical  support for operations in war and military operations other than war (MOOTW).

 SECTION 8 – SECURITY 

8.1.
Operations:  Operational Security Plans will be protected according to AFI 31-401, 

Managing the Information Security Program; and AFI 10-1101, Operations Security (OPSEC). The GEMS and supporting equipment will be protected in a controlled area in accordance with AFI 31-209, Resource Protection Program. 

8.2.  Operations Security (OPSEC): To prevent an adversary from gaining a military advantage, deployed medical personnel  must control mission critical information from inadvertent or premature disclosure.  OPSEC is the concept the Air Force uses to protect the mission with the objective of an effective and successful mission.  The medical staff should be aware of how to protect critical information that may be of intelligence value to an adversary.  Additionally, staff must understand what information is critical, how they are to protect it, from whom they are to protect it, and for how long they must protect it.  

8.3.  Computer Security (COMPUSEC): To assure the availability, integrity, and confidentiality of information and information dependent systems, as well as the information required to support medical operations, deployed medical personnelwill accomplish the following:

· Accomplish training and ensure information and GEMS resources are protected against sabotage, tampering, denial of service, espionage, fraud, misappropriation, misuse, or release to unauthorized persons

· Protect information and resources at a level commensurate with the risk and magnitude of harm that could result from disclosure, loss, misuse, alteration, or destruction of the information or systems.  

· Prevent unauthorized access to and the introduction of malicious logic (computer viruses) into GEMS  information systems.

SECTION 9 - TRAINING

9.1.  Medical Readiness Training for GEMS: Personnel assigned to forward medical units will be fully trained on appropriate GEMS equipment. Personnel assigned to mobility positions for manpower UTCs should be intimately familiar with the GEMS operation.  Training will cover the entire spectrum of deployed medical operations and all phases of deployment, employment and redeployment.  Readiness training will be conducted according to AF and/or MAJCOM directives at USAFSAM and HQ AETC training sites and at each unit tasked.  Medical Red Flag and Continuing Medical Readiness Training are active programs that will incorporate GEMS operations.  Deployable medical assets, including GEMS equipment and related components,  are assembled annually for inventory, preventive maintenance of equipment, and team training as part of maintaining overall mission readiness.  
SECTION 10 - LOGISTICS

GEMS logistical support needs are minimal.

SECTION 11 - SUMMARY

 The GEMS capability can deploy worldwide to support various contingency operations.  By design, GEMS capability and infrastructure can be tailored and deployed to meet theater CINC requirements. The Command Core (T) component of GEMS will play a key role in the surveillance, identification, recording and tracking of environmental related threats.  A comprehensive medical surveillance and preventive medicine program are critical elements of force protection. GEMS BW/CW reachback capability integrates patient evaluation, epidemiological analysis, and medical command and control across the full spectrum of military medical operations and civil support actions.  GEMS delivers the ability to record and/or review clinical information captured from the individual patient encounters.  That information is then shared or "rolled-up" for automated analysis.  This analysis occurs within a time frame that allows for early identification and mitigation of the risk.  GEMS improves the documentation of the healthcare delivered, ties in with home unit CHCS II and responds to threats and/or BW/CW events that place our forces at risk.  The by-products are better continuity of patient care, improved surveillance of the deployed forces' health and the direct reduction of illness and death through risk avoidance in the event of attack.
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Abbreviations                                               Definitions
AB




Air Base

ACC




Air Combat Command

AEF




Air Expeditionary Force

Team

AETC




Air Education Training Command

AF




Air Force

AFB




Air Force Base

AFCC




Air Force Component Commander

AFFOR



Air Force Forces                            

AFMIC



Armed Forces Medical Intelligence Center

AFS




Air Force Specialty

AMC




Air Mobility Command

AOR




Area of Responsibility

AS




Allowance Standards

BW




Biological Warfare 

C2




Command and Control

C4




Command, Control, Communications, and Computers

C4I




Command, Control, Communications, Computers, and






Intelligence

CB




Chemical/Biological

CBW




Chemical/Biological Warfare

CBWD



Chemical/Biological Warfare Defense

CENTCOM



U.S. Central Command

CHATH
Chemically/Biologically Hardened Air Transportable Hospital

CINC




Commander-in-Chief

COCOM



Combatant Command

COMAFFOR



Commander, Air Forces

COMPUSEC



Computer Security

COMSEC



Communications Security

CONOPS



Concept of Operations

CONUS



Continental United States

CW




Chemical Warfare

DCC




Deployment Control Center

DDN




Defense Data Network

DNBI




Disease Non-Battle Injury

DOC




Designated Operational Capability

DoD




Department of Defense

HAZMAT



Hazardous Material

HF




High Frequency

HQ




Headquarters

IAW




In Accordance With

ICU




Intensive Care Unit

INMARSAT



International Maritime Satellite

INTEL




Intelligence

ISO




International Standards Organization

IW




Information Warfare

J-6




C4 Systems Directorate

JCS




Joint Chiefs of Staff

JFACC



Joint Forces Air Component Commander

JTF




Joint Task Force

LAN




Local Area Network

LMR




Land Mobile Radio

MAJCOM



Major Command

MASF




Mobile Aeromedical Staging Facility

MEFPAK



Manpower and Equipment Force Package

MILSATCOM


Military Satellite Communications

MISCAP



Mission Capability

MOA




Memorandum of Agreement

MOB




Main Operating Base

MOOTW



Military Operations Other than War

MOPP




Mission Oriented Protective Posture

MOU




Memorandum of Understanding

MTF




Medical Treatment Facility

MTRL




Medical Theater Reference Laboratory

MTW




Major Theater War

NAF




Numbered Air Force

NBC




Nuclear, Biological, Chemical

NCA




National Command Authorities

NOFORN



Not Releasable to Foreign Nationals

OCONUS



Outside Continental United States

OPCON



Operational Control

OPLAN



Operation Plan

OPR




Office of Primary Responsibility

OPSEC



Operations Security

PACAF



Pacific Air Forces

PACOM



Pacific Command

SATCOM



Satellite Communications

SDC




Secondary Distribution Center

SG




Surgeon General

SIMLIM



Single Integrated Material Line Item Manager

SITREP



Situation Report

SME




Squadron Medical Element

SMRTS



Standardized Medical Readiness Training System

SOF




Special Operations Forces

SORTS



Status of Resource and Training System

SS II




Scope Shield II (Radio)

STU-III



Secure Telephone Unit

SWA




Southwest Asia

TAC




Tactical Air Command

TPFDD



Time-Phased Force Deployment Data

UHF




Ultra-high Frequency

US




United States

USAFE



United States Air Force in Europe

USCENTCOM


United States Central Command

UTC




Unit Type Code

VHF




Very High Frequency

WAN




Wide Area Network

WMD




Weapons of Mass Destruction

WMDT



Wartime Medical Decontamination Team

WMP




War and Mobilization Plan

WRM




War Reserve Material

Z




Zulu Time
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