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INTRODUCTION

This guide is intended to enable all EAS III system administrators at medical treatment facilities (MTF) and MAJCOMs to perform certain tasks in the SCO UNIX operating system and MUMPS software, which form the heart of the EAS III system.  The EAS III system administrator is typically either a person from the Systems Flight/Element or the MEPRS Manager.  Routine system administration, performed in accordance with this guide, will promote optimum EAS III performance.

This guide begins with steps that should be performed on a regular basis in SCO UNIX to promote smooth system performance.  It provides step-by-step instructions for using the sitemgr account to accomplish the most common tasks required by system users.  Additionally, this guide familiarizes the system administrator with SCOADMIN and various functions performed in SCOADMIN. 

Other EAS III-related training materials, information, and a list of Gunter Help Desk points of contact can be found at the EAS III website: www.ssg.gunter.af.mil/medsys/easiii/.  If you have any comments or questions regarding the content of this guide or the website, please contact either TSgt Kristopher Felver at DSN 596-4811 or MSgt Joseph Stark at DSN 596-2603.  Commercial prefixes are (334) 416-####.

I. ACCESS TO SCO UNIX 

The “sitemgr” account has been created on your EAS III system to enable you, the administrator and/or MEPRS Manager, to perform certain administration tasks.  Control of access to the sitemgr account is determined by each MTF.  Unless noted otherwise in sections below, you’ll login to sitemgr to perform system administration tasks.
The term “main console” or “console” refers to the actual EAS III main computer/server, normally kept in the systems server room.  If you use Smartterm or KEA to connect to EAS III from your desk, you are not actually physically sitting at the “main console” – you are merely remotely connected to it.

Furthermore, if you see a blue and yellow SCO login screen when you are sitting at the main console, you’ll need to switch to a different login prompt to actually login.  To go to the correct login prompt, simultaneously press the Ctrl + Alt + F1 keys and you’ll see a new login prompt.  That is where you will type sitemgr at login: and press Enter.  Next, type the password for sitemgr at password: and press Enter.  You’ll know you are logged in correctly if you see this prompt:

BASE NAME Sitemgr $ (for example: MAXWELL Sitemgr $)

NOTE:  Before you start, remember SCO UNIX is case sensitive, therefore, ensure that file names and menu paths are in the lower case format.  Also, boldface type in this guide indicates the word or character string you will type to perform the applicable function.

II. OPTIMUM SYSTEM ADMINISTRATION

Certain actions, when performed on a periodic basis, go a long way towards improving EAS III system performance and reliability.  The actions and their frequency are listed below. 

Integrity and Fixmog

This step directs the computer to perform an operating system check on itself.  At least once a week, login on the main console as sitemgr and at the BASE NAME Sitemgr $ prompt, type asroot integrity and press Enter.  It may take a minute to complete the check.  Here’s an example:

BASE NAME Sitemgr $ asroot integrity then press Enter key

If the operating system passes the integrity check, you’ll return automatically to the 

BASE NAME sitemgr $ prompt.  If it fails, you will see one or more lines of text and then it will return to the BASE NAME sitemgr $ prompt. In this case, at the second BASE NAME sitemgr $ prompt, type asroot fixmog and press Enter.  This will fix errors discovered by the integrity check.  For example:

1.  BASE NAME Sitemgr $ asroot integrity
/usr/name wrong

/root/file wrong

2.  BASE NAME Sitemgr $ asroot fixmog then press Enter key – You are done when the Sitemgr $ prompt returns to your screen.

System Reboot

Over time, sytem pointers and other internal functions can become out of sync.  To prevent this, reboot the system at least once a month.  You must first shut the MUMPS software “down” using the OPS menu in EAS III.  After you’ve shut MUMPS down, have all other users log off.  To verify all users are logged off, login to sitemgr and type the following:

1.  BASE NAME Sitemgr $ who –u and press Enter (you will see at least one line representing your own login – no other names should appear down the left column).  For example:

root
ttyp01
         Jan 10
 06:51
 22389

When MUMPS is shut down and all users logged off, complete the system reboot process by typing the following:

2.  BASE NAME Sitemgr $ asroot init 6 and press Enter key (this will automatically shut the system down and reboot it for you)

Or, if you prefer to completely power down the computer, which is recommended if you are having network problems, type:

3.  BASE NAME Sitemgr $ asroot init 0 (this is a zero). You will come to a message that says it’s okay to go ahead and power off.  Use the power button and shut down the system. 

After the operating system and computer have been powered off and turned back on, you will have to start MUMPS again in order to work in EAS III.  Refer to the MUMPS start instructions on this page for these steps.

III. SITEMGR (SITEMGR $) ACTIONS

As opposed to tasks that are completed to enhance system performance, other tasks are done only as the need arises.  Some tasks are done from the sitemgr ($) prompt and others are accomplished by using UNIX SCOADMIN.  Listed first are the tasks that are performed from Sitemgr ($).  Remember, only type what is in boldface.

Starting MUMPS

If a user tries to login to EAS III and receives an “error no. 5” message, this indicates that MUMPS software is not running.  Or, if you have rebooted the system, MUMPS will need to be started also.  Login to sitemgr as before, then type:

1.  At BASE NAME Sitemgr $ cd /usr/mumps and press Enter
2.  At BASE NAME Sitemgr $ rm msmbase and press Enter (if you’re asked if you want to remove msmbase, type y for yes and press enter)

3.  At BASE NAME Sitemgr $ asroot msmstart and press Enter
You will come to:

Enter STARTUP CONFIGURATION: <EAS> (press Enter) 

MUMPS startup will be finished when the last line you see is “MSM startup is complete.”  

4.  To leave sitemgr, type exit and press Enter.

If MUMPS doesn’t start, type:

1.  At BASE NAME sitemgr $ pwd  and press Enter.  Verify that /usr/mumps is listed as the directory that you’re presently in.

2.  At BASE NAME Sitemgr $ rm msmbase (it may tell you that it doesn’t exist – keep going)

3.  At BASE NAME Sitemgr $ asroot msmstart – if still unsuccessful contact Gunter for help.

Copying Your Financial File Into UNIX

When you need to copy your MICROBAS file into the /usr/bmerge directory, complete the following.  On the doscp command below, yourfilename.one should be replaced with the actual name of your financial file.

Please remember that UNIX is case sensitive.  Ensure that filenames and menu paths are typed in the correct case – always use lowercase.

1. Insert your disk that contains the financial file into the disk drive.

2. At BASE NAME Sitemgr $ cd /usr/bmerge and press Enter.

3. At BASE NAME Sitemgr $ dosdir a: and press Enter.  Note the name of your financial file.

4. At BASE NAME Sitemgr $ doscp a:yourfilename.one /usr/bmerge/afs.one and press Enter.  Your actual financial file name will be typed in a:yourfilename.one above.  (Ensure there’s a space between doscp and a: and between .one and /usr/bmerge)

5. At BASE NAME Sitemgr $ chmod 777 afs.one and press Enter. 

Stopping “BATCH MERGE IS PRESENTLY RUNNING” Error
One of the most common software errors MEPRS Managers may encounter occurs when trying to start a Batch Merge in EAS III.  Occasionally, the system may tell you a Batch Merge Is Already Running.  You can halt the running Batch Merge by completing the following steps:

1. At BASE NAME Sitemgr $ cd /usr/mumps and press Enter.

2. At BASE NAME Sitemgr $ msm EAS:XXX and press Enter.

3. You will now be at the MUMPS software prompt (>).  At > type D ^CDAPRUN and press Enter.  (The “^” symbol is on your #6 key; there’s a space between D and ^).

4. You will see: REACCEPT INCOMING DATA and will be returned to the MUMPS prompt >.  

5. Type h for halt to get out of MUMPS  and at BASE NAME Sitemgr $ type exit.

IV. SCOADMIN ACTIONS

The following actions are performed in SCOADMIN.  To access this tool, at 

BASE NAME Sitemgr $, type scoadmin and press Enter.  General information about operating in scoadmin includes:

· The main menu of scoadmin is where you start your scoadmin session.

· The esc key can cancel you out of menu options.  You can also use it if you’re in a place you don’t want to be in.

· The Tab key allows you to move from either the top row options to the middle screen menu or vice versa.  It also moves you around to other options within the same screen.

· The arrow keys move you back and forth along the top row options or up and down.

· To exit to a previous screen or exit scoadmin altogether, go to the top row menu options and arrow to the far left, then arrow down and choose exit.

· The menu on the next page is an example of the first screen you will encounter in scoadmin.  

File______View_____Options_________________________________Help

Account Manager

Backup Manager

Hardware/Kernel Manager

Internet Configuration

License Manager

Process Manager

SendMail Configuration

Software Manager

Video Configuration Manager

Filesystems

Mail

Netscape

Networks

Printers

Sysadmsh Legacy

System

UNIX System Backup
The following steps accomplish a UNIX operating system backup.  We recommend you perform a backup often.  You’ll need one tape for each directory that you backup (below you will backup one directory: /usr3).  If you choose to backup /usr or /usr2 directories, you’ll need a separate tape for each.  You will login as sitemgr, then go into scoadmin to perform these steps:

1. Login as sitemgr; at the BASE NAME Sitemgr $ scoadmin and press Enter
2. Press Tab key to move to middle screen area, then arrow down to Backup Manager and press Enter.

3. Look for an * by the first “eas” in the middle of the screen.  Press the Tab key to move to the middle of the screen.  Arrow down until you come to eas /dev/usr3 and then press Tab key.  Hosts will now be highlighted at the top and *eas /dev/usr3 will be highlighted in the middle.

4. Arrow over to Backup and press the down arrow key to display a drop down box.  Arrow down to Run Unscheduled and press the right arrow key to display another box.

5. Press Enter at Selected Filesystem.  Note:  A warning error may come up; if so, just press Enter at OK.

6. The cursor will be at Media Device.  Delete all of the characters in that box and replace them with /dev/rStp0 (that’s a zero).  Press the Tab key to take you to Media Values.

7. Press Enter at Media Values.  The cursor will be at Block Size in Bytes.  Press the Tab key to move down to Volume Size in Kbytes.  Type in 1500000 and press Enter, then press Enter again at OK.

8. Press Enter at From Directory.  Press Enter at Start.

9. “Insert Volume 1” will appear – insert the 525mb size tape into the drive.  Press Enter at OK.  The backup will take approximately 15 minutes.  Once OK is highlighted, press Enter.
10.   Once the backup is complete, you’ll see: Do you wish to verify Yes;    press Enter.  This       

       will take approximately 15 minutes.  Once OK is highlighted, press Enter.

11.   When backup verification is complete, and once OK is highlighted, press Enter.
12.   When backup is complete, and OK is highlighted, press Enter.
13.   Arrow left to Hosts.  Press Enter for a drop down box.  Arrow down to exit and press 

       Enter.   

14.   Backup Manager will be highlighted.  Press Tab to go to File.  Press Enter for a drop down 

       box and arrow down to Exit and press Enter.

15.   At BASE NAME Sitemgr $ exit and press Enter.
Adding A New User To Unix

Anytime a new user needs to be added to UNIX, the following commands must be executed.  

Login as sitemgr.  Type:

1. BASE NAME Sitemgr $ integrity and press Enter
2. BASE NAME Sitemgr $ fixmog and press Enter
3. BASE NAME Sitemgr $ scoadmin and press Enter
4. Account Manager should be highlighted in the middle.  If not, press Tab key to highlight it.  With Account Manager highlighted, press Enter to go to the next scoadmin screen.

5. Arrow right to Users.  Arrow down to Add New User and press Enter.  Once in the user creation screen, you will be concerned with four lines: Login, Comment, Password, and Login Group.

6. At Login, type the login name that the person will use, such as “smith” or “jdoe.”  Press the Tab key twice to move down to the Comment line.  

7. At Comment, type in a description for the user account, such as “MEPRS Manager” or “Alt MEPRS Manager.”  Press Tab to [*] Set Password Now.  Leave the asterisk in the box and press Tab multiple times until you come to Login Group.

8. At Login Group, press Tab once to move to Change Login Group on the right side, then press Enter.  

9. On the first line, you’ll see “group.”  Delete all characters in the box and replace with meprs.  Press Tab once until you are in the lefthand box where “group” is.  With “group” highlighted, press Enter and group will disappear.  

10.   From the lefthand box (which should be empty), press Tab to move to the righthand box. 

       Type m three times until “meprs” is highlighted.  With meprs highlighted, press Enter.        

       You’ll see “meprs” appear in the lefthand box.

11.   Press Tab to OK.  If all entries are correct, press Enter. You will come to the Set Password   

       screen.  If not, press Tab to move to the area that needs changed and make changes.

12.   Press Tab down to the first line to enter a password.  Type in a password – must include 

       foreign characters (%#@ etc.) or numbers – then Tab to the second line and retype the

       same password to confirm.

13.   Press Tab again to move to the [ ] Force Password Change At Next Login line.  Press the 

       Space Bar once to put an * in the [ ].  This will force the user to change the password the

       first time he/she logs in.  

14.   Press Tab to OK and press Enter.  You will move back to the User drop down menu. 

       Arrow left to Host.  Arrow down to Exit and press Enter.

15.   At the next scoadmin screen, press Tab to File, arrow down to Exit, and press Enter. 

       You’ll return to the BASE NAME Sitemgr $ prompt.

16.   At BASE NAME Sitemgr $ cd /usr/userid (use the login ID you created above, i.e. 

       cd /usr/smith) and press Enter.

17.   At BASE NAME Sitemgr $ cp /usr/ssc/profile.ex /usr/userid/.profile (substitute                               

       the user’s login for userid, i.e., cp /usr/ssc/profile.ex /usr/smith/.profile) and press Enter.

18.   At BASE NAME Sitemgr $ type chmod 777 .profile (space between chmod and 777 and 

       again between 777 and .profile) and press Enter.

19.   You are finished.  At BASE Name Sitemgr $ type exit and press Enter.

Unlock A User Account

An account can be locked because 1) the administrator locked the account, 2) there were too many unsuccessful login attempts, or 3) the account password has expired.  You must login to sitemgr and access scoadmin to unlock an account.  Type (only the text in boldface):

1. BASE NAME Sitemgr $ scoadmin and press Enter
2. Press Enter to automatically select Account Manager (will already be highlighted)

3. In the next scoadmin screen, press Tab to move cursor from the top line to the middle area.  root should be highlighted. Look at the “User” column to see the userid for each account.

4. Type the first letter of the account userid (i.e., “s” for userid smith) as many times as it takes to get to the user’s account. 

5. Once the account is highlighted, press Tab to move back to the top row menu.  Arrow right to Users, then down arrow to Login Controls and press Enter.

An example screen appears below.  You need to look at the boldface line in the example below and find the same line on your computer screen.  This line shows you the current account status.

----------------------eas: User Login Controls:   userid ------------------------------------------





Location


Time

Last Successful Login:
ttyp0



Mon Dec 07   07:54:32  CST 1998

Last Failed Login:

ttyp0



Tue Dec 15
11:35:30   CST 1998

Last Logout: 


ttyp0



Wed Jan 13   08:18:38   CST 1999

Failed login attempts


NONE

  since last successful login:

Failed login attempts allowed 

( 5______)            [*]  default of 5

  before account is locked:

Current Account Lock Status:

Locked
         [ ]  Unlock Account






   Reason:     Too many unsuccessful login attempts

[    OK    ] 




[CANCEL]



[HELP]

___________________________________________________________________________

6. If the account is indeed locked, press Tab multiple times until you reach the Current  

Account Lock Status line.  Press Space Bar once and you will see an asterisk (*) appear

in the [ ] Unlock Account box.

7.  Press Tab to OK.  Press Enter and the account will unlock.

8. You will automatically return to the User menu.  Arrow left to Hosts, down arrow to Exit and press Enter.  

9.  At the BASE NAME Sitemgr $ prompt, type exit. 

Unlock a Locked Terminal

1. AT BASE NAME Sitemgr $ scoadmin and press Enter
2. You will see Account Manager is highlighted.

3. Arrow down to System – Note: you won’t initially see this option until you arrow down through the menu and keep going until you get to System.

4. With System highlighted, press Enter.  You will come to a second menu.  Arrow down to Terminal Manager.

5. With Terminal Manager highlighted, press Enter.  The next screen you see will have UNLOCK as an option on the top row menu.

6. Arrow right to UNLOCK and press Enter.  You will see the following screen; look for the line on your screen that’s the same as the boldfaced line below.

Unlock

Enter the name of the terminal device in /dev (<F3> for list)

/







Thursday, January 13, 2000  10:00

*****************Unlock Terminal Database Entry******************

Enter the name of the terminal you wish to unlock:   [               ]
          *************************************************************

7. To view a list of locked terminals press F3; a list of locked terminals (i.e., ttyp0 or ttyp1) will appear in the lower right side of this screen.  Press Enter once and the locked terminal will move from the lower right side to the unlock box (where your cursor is).  Press Enter again and the terminal will be unlocked.  

8. Repeat steps 6 and 7 above for each locked terminal (if you had more than one terminal appear in the list).

9. After the last terminal is unlocked, arrow right across the top row menu to QUIT.  Press Enter to Leave the Terminal Administration Shell.  You will be back at Terminal Manager.

10.  At Terminal Manager, press Tab twice to move to File in the top row.  Arrow down to exit       

       and press Enter.

11.  At BASE NAME Sitemgr $ type exit and press Enter.
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