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M2 – MHS Management Analysis and Reporting Tool

How to Request an M2 Account…

M2, the MHS Management Analysis and Reporting Tool, is a powerful analytic tool supporting healthcare analysts in and around the Military Health System (MHS).  M2 was built to assist analysts in conducting studies used to support MHS Management in the administration of MHS operations.  

Due to the sensitive nature of data contained within the system, there are several requirements that must be satisfied before obtaining access to M2.  Once all requirements have been met, the user will be sent software for installation on a C2 compliant system and instructions for obtaining their M2 User ID and password.  

Requirements:

1. M2 account approval from your FPG Representative on file with the EI/DS Program Office
2. Security Awareness Certificate on file with the EI/DS Program Office

3. C2 Certification/Compliance letter on file with the EI/DS Program Office 

4. M2 Password Authorization Form, with Commander’s/Government Sponsor’s certification of access

    level, on file with the EI/DS Program Office

5. Non-DoD employees only: 

ADP-II Clearance or submittal of paperwork, on file with the TMA Privacy Office

6. Non-MHS personnel (generally other DoD employees) and/or contractors working for the MHS/DoD: 

For Levels III-VI, a Data Use Agreement (DUA) on file with TMA Privacy Office
For questions or assistance with completion of these requirements, please contact the MHS Help Desk at 1-800-600-9332 (CONUS) or 1-866-637-8725 (OCONUS).  
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1.  M2 Account Approval from your FPG Representative 

There are a limited number of accounts available on M2.  Due to this limited availability, Functional Proponency Group (FPG) Representatives must manage the number of accounts assigned to their service/organization.  In order to obtain an M2 account, written approval from your FPG Representative must be on file with the EI/DS Program Office.    

Instructions for requesting an M2 Account:

Send e-mail to eidsaccess@eids.ha.osd.mil requesting an account.  Include a brief explanation of your need to access this tool.

2.  Security Awareness Certificate
DoD Directive 5200.28, "Security Requirements for Automated Information Systems (AISs),” requires that information system users complete Security Awareness Training on an annual basis.  Security Awareness Training and Certification is available on the EI/DS web site.  In accordance with this directive, the EI/DS Program Office must have a copy of your Security Awareness Certificate on file.  Certification must be renewed annually prior to expiration in order to maintain continuous access to M2.  If you have not completed the EI/DS online Security Awareness Training in the past year, please take the training and test, download the certificate, sign, and fax it to the EI/DS Program Office at 703-575-6532, ATTN: EIDS Access.  EI/DS customers with more than one decision support system account (i.e., PHOTO, MCFAS, CDIS, CMIS or CURES) need only maintain one SAC on file with the EI/DS Program Office.
Instructions to access the Security Awareness Training and Testing Modules:

1. Logon to the EI/DS Web site at http://eids.ha.osd.mil/
Note:  Microsoft Internet Explorer is the recommended browser.

If you do not have an EI/DS Web Account follow these steps:

- At the EI/DS Web site, select REGISTER from the horizontal menu bar. 

- Click New User on the EI/DS Account Registration screen.

- Complete the registration form and click Register.
- Make note of your EI/DS Web site account information.

- Click Login from the EI/DS Web site and log on using your EI/DS Web account.

2. Click MHS Help Desk from the horizontal menu bar.

3. Take the Security Awareness Training by clicking Security Awareness Training: Training Manual (listed under Training Modules at the bottom of the page).
4. Take the Security Awareness Test by:  (choose one) 

(a) Clicking on Take the Security Awareness Training Exam, listed at the end of the Manual; or

(b) Clicking on Security Awareness Training: Take the Test from the MHS Help Desk screen.  

5. Upon successful completion of the test, you are presented with an EI/DS Security Awareness Certificate.  Scroll to the bottom of the Certificate and download using the indicated link.  

6. Per the form’s instructions: print, sign, and fax the form to the EI/DS Program Office, ATTN: EI/DS Access at 703-575-6532.  

3.  C2 Certified/Compliant Workstation

Per DoD 5200.28-STD, “Department of Defense Trusted Computer System Evaluation Criteria,” the local Commander and appointed Information System Security Officer are responsible for ensuring that automated systems under their control, that store or process sensitive data, meet minimum security standards.  In certifying adherence to this requirement, the EI/DS Program Office keeps a copy of C2 Certification/Compliance letters on file with their Program Office.  Please reference the document titled "C2 Security Certification Requirements" for guidance in fulfilling this requirement (Page 10).  
Signed C2 Certification/Compliance letters should be faxed to the EI/DS Program Office at 703-575-6532, ATTN: EIDS Access.  Contact the MHS Help Desk at 1-800-600-9332 (CONUS) or 1-866-637-8725 (OCONUS) if there are any questions or concerns related to this C2 Certification requirement.  
4.  M2 Password Authorization Form

An M2 Password Authorization Form including Commander’s/Government Sponsor’s certification of level of access (Pages 6-9) must be completed, signed, and faxed to the EI/DS Program Office, ATTN: EI/DS Access, Fax# 703-575-6532.  

5.  IP Address of Workstation/Network Translated IP Address
In order to allow network access to M2, EI/DS must know your IP address.  This may be: (1) the IP address of your client workstation, (2) a network translated IP address if you are using a firewall with encryption, or (3) the group of addresses if you are using DHCP.  Your site's Network Administrator and/or Technical POC will be able to assist in obtaining this information.  Please complete the “IP Address of Workstation” section of the Password Authorization Form.  (Page 6).
If at any time your IP Address changes, you must notify the MHS Help Desk.
USERS BEHIND FIREWALLS:

M2 utilizes a client (Business Objects) that requires ODBC connections.  ODBC communicates over “uncommon” TCP Ports that must be granted access through your firewall(s).  Please provide your Network/Firewall Administrator, the following information concerning the specific TCP ports that need to be opened.

TCP Port: 51001   
IP address: 214.3.107.55
TCP Port: 51003 
IP address: 214.3.107.71
6.  Non-DoD employees: ADP-II Clearance 

Per DoD regulation 5200.2-R (Appendix 10 of the Personnel Security Program), non-DoD employees requesting access to M2 are required to have, or to have submitted a request for, an Automated Data Processing Level II (ADP-II) clearance.  Submittal or approval for clearance must be on file with the TMA Privacy Office.  The EI/DS Program Office ensures that the appropriate ADP-II paperwork has been submitted to, or is on file with, the TMA Privacy Office prior to account approval.

For assistance or direction on applying for an ADP-II clearance send an email to eidsaccess@eids.ha.osd.mil.  The EI/DS Access Office will forward your email to the ADP POC for the TMA Privacy Office. 
Additional forms and related information can be found at the DSS Web Site: http://www.dss.mil/epsq/index.htm
7.  Non-MHS personnel (generally other DoD employees) and/or contractors working for the MHS/DoD: Data Use Agreement (DUA)

Non-MHS personnel and/or contractors working for the MHS/DoD requiring access to Level III – VI M2 data are required to have a current Data Use Agreement on file with the TRICARE Management Activity (TMA) Privacy Office.  Levels of access are described on the M2 Password Authorization Form (Page 7).  

Contact the TMA Privacy Office at (703) 998-0800 ext 34 or dua.mail@tma.osd.mil for information and instructions on obtaining a DUA.  

 M2 Training & Test (Optional)

M2 Training and Test is available on the EI/DS Web site.  Training is designed to give the user a brief introduction to the M2 Business Objects™ environment and its navigational tools.  This training is not intended to teach the functional aspects of MHS data or the process of conducting policy or operational analysis.  

Instructions to access the M2 Training and Testing Modules:

1. Logon to the EI/DS Web site at http://eids.ha.osd.mil/
Note:  Microsoft Internet Explorer is the recommended browser.

If you do not have an EI/DS Web Account follow these steps:

- At the EI/DS Web site, select REGISTER from the horizontal menu bar. 

- Click New User on the EI/DS Account Registration screen.

- Complete the registration form and click Register.
- Make note of your EI/DS Web site account information.

- Click Login from the EI/DS Web site and log on using your EI/DS Web account.

2. Click MHS Help Desk from the horizontal menu bar.

3. Take the M2 Training by clicking M2: Training Manual (listed under Training Modules at the bottom of the page).

4. Take the M2 Test by clicking M2: Take the Test from the MHS Help Desk screen.
For questions or assistance with completion of these requirements, please contact the MHS Help Desk at 1-800-600-9332 (CONUS) or 1-866-637-8725 (OCONUS).  

Employment Category (Please check the category that applies):

	
	Government Employee, Uniformed Service Member, Military, or Civil Service working within/for DoD MHS

	
	Contractor working within the DoD Military Health System

	
	Government Employee, Uniformed Service Member, Military, or Civil Service working for other agency or directorate not a part of the DoD Military Health System

	
	Contractor working for Government Agency, not a part of the DoD Military Health System

	
	Other (User must describe)


	Rank/GS Level/Title:
	

	Name (Last, First, MI):
	

	Complete Office Mailing Address:
	

	Sponsoring Organization Name:
	

	Commercial Telephone Number:
	

	DSN:
	

	Email:
	

	IP Address of Workstation:
	

	Network Translated IP Address (if applicable):
	


Have you obtained M2 Account Approval from your FPG Representative & sent the approval to EI/DS?
 Yes 
No


Have you successfully completed the EI/DS Security Awareness Training and Test?


 Yes
No

Have you signed and faxed the Security Awareness Certificate to EI/DS?



 Yes
No

Have you sent EI/DS a letter stating your workstation is C2 certified/compliant? 


 Yes
No
N/A

If applicable, have you submitted ADP-II certification with the MHS AIS Security Office?

 Yes
No
N/A
************************************************************************************************************

Circle Action Desired:
 
NEW

CHANGE

DELETE

REACTIVATE

If you have a User ID, please enter it here:  ___________ (If your account has expired, enter your last user ID)

Some data are protected under the provisions of the Privacy Act of 1974. The data contains patient and provider identity information and thus requires safeguards from unauthorized access and use.  I agree to comply with the Privacy Act of 1974 and to be responsible for the use of this data to properly safeguard patient and provider identifying data in accordance with the 30 Oct 2001 OASD(HA) memorandum signed by Major General Randolph, Deputy Executive Director TMA, subject “Supplemental Guidance for the Management and Control of Patient Sensitive/Medical Record Information in the Military Health System.”  

By signing below, I am acknowledging that I am only authorized to use M2 for my current position/duty and agree to relinquish my M2 account to the EI/DS Program Office upon departure from my current position/duty.  If granted level III or IV access, I will not attempt to use the information to identify individuals.  

User Signature___________________________________________________________Date___________________________
************************************************************************************************************************

If you are a MHS Contractor and/or Non-MHS Employee, please provide the following information:
	Employer Name:
	

	Project Description requiring this Access:



	What is the DUA # that exists for this project?
	

	Project Period of Performance:
	

	User Security Level (mark appropriate level): ADP Level 1 ____ ADP Level 2 ____ ADP Level 3 ____ Other ____


DUA Custodian/Requestor Signature________________________________ Date________________________

Government Sponsor

All of the following information is required before the application will be processed.
· If the user is an active duty military or civil service employee, commander/supervisor must approve and sign this form.

· If the user is a civilian contractor, government sponsor must approve and sign this form.

	Sponsoring Organization Name
	

	Commander / Supervisor / Sponsor Name

(Last, First, MI)
	

	Title
	

	Office Mailing Address
	

	Email Address
	

	Commercial Telephone
	


The official duties of this individual require the following level of access (choose one):

	Level I: User can access only predefined reports from tables containing only summary data.  User will not have access to any type of patient level data and will not be able to create reports.   (Default if no level is marked.)
	

	Level II: User can create reports, but only against tables containing summary data.  User will not have access to any type of patient level data.
	

	Level III: User can create reports against all tables (summary & detail), but can only view scrambled patient identifying data, and only for records associated with user’s relevant Military Treatment Facility and corresponding DMIS ID Family (parent & associated children DMIS ID’s).
	

	Level IV: User can create reports against all tables (summary & detail) for all Military Treatment Facilities and corresponding DMIS IDs, but can only view scrambled patient identifying data.
	

	Level V*: User can create reports against all tables (summary & detail), including patient identifying data, but only for records associated with user’s relevant Military Treatment Facility and corresponding DMIS ID Family (parent & associated children DMIS ID’s).
	

	Level VI*: User can create reports against all tables (summary & detail), including patient identifying data, for all Military Treatment Facilities and corresponding DMIS ID’s.  It is essential that the user have a thorough knowledge of Privacy Act rules and restrictions.
	


*Requires commander (or equivalent) approval/signature on the following page and completion of the Justification Form (Page 9).

By signing below, I am certifying that Diane L. Morrill has a mission essential or contract-driven requirement to access patient identifiable data, and that the DUA referenced, if any, is applicable.  I further acknowledge that substantial civil and criminal penalties including fines up to $50,000 and one year imprisonment, and/or administrative sanctions may be levied against those who violate the provisions of the Privacy Act of 1974 and/or the Health Information Portability and Accountability Act (HIPAA) of 1996.  

It is the policy of the EI/DS Program Office (PO) to verify the Commander/Government Sponsor signature below.  Commanders will be contacted for verification via email and mail and will be expected to respond within a certain timeframe if there is a discrepancy with the signature.  No response indicates that the Commander authorizes the PO to process the M2 account with the requested level of access.  

Commander/Government Sponsor Name 
Title or Position
Email 
Organization: Signature _______________________________________________________ Date _____________________________
************************************************************************************************************

EI/DS Certification

I certify that requirements 1-4 and 6 (if applicable) of this packet have been validated.

EI/DS PO Approving Authority Name _____________________________________________________________
Signature _______________________________________________________ Date _________________________

Telephone Number ________________

************************************************************************************************************
MHS Access Approval

I concur with the release of the requested information.

HPA&E, TMA Privacy Office
Signature _______________________________________________________ Date _________________________

Telephone Number  703-998-0800 ext 34

Email Address  dua.mail@tma.osd.mil
Generally speaking, only healthcare providers involved in the treatment of patients are allowed access to patient-identifying data regarding patients under their care.  Such access could also extend to healthcare managers and administrative support personnel with specific, defined roles regarding paying or receiving reimbursement on medical claims and essential activities in support of health care operations.  The use or disclosure of protected health information outside these parameters and without the patient’s consent may violate the Privacy Act of 1974 and/or the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  A more detailed description regarding the required protection of individually identifiable data is available at http://www.usdoj.gov/04foia/privstat.htm and http://www.tricare.osd.mil/hipaa/.  
Please identify your requirements for access to patient identifiable data.
_______________________________________________________________________________________________________

_______________________________________________________________________________________________________

_______________________________________________________________________________________________________

_______________________________________________________________________________________________________

_______________________________________________________________________________________________________

_______________________________________________________________________________________________________

I acknowledge that:

1. Violations of the HHS Privacy Regulation are punishable by civil monetary penalties of up to $100 for each violation.  In addition, a wrongful use or disclosure of protected health information is subject to criminal penalties of up to a $50,000 fine and one year imprisonment.  Offenses committed under false pretense or for commercial purpose carry more severe penalties.

2. I must maintain any patient-identifiable data in a C2 compliant fashion.

3. I cannot forward electronic copies of these reports with imbedded data to any other M2 user who does not have the same or higher level of access.

User Signature _______________________________________________________Date ________________________

Printed Name ___________________________________________________
The commercial Business Objects™ (BO) application used to support M2, automatically ‘downloads’ data to the user’s PC in the process of building reports.  Because this download may include sensitive data and the user does not control whether or not a download occurs, then the system to which the download is occurring must have at least the minimum security in place for protecting sensitive data.  Under DoD and Service requirements, the local commander and appointed information system security officer are responsible for ensuring that automated systems under their control that store or process sensitive data meet minimum security standards.  Normally, the process through which this is accomplished is a local certification/accreditation of the system at the C2 security level (as described in the DoD 5200.28-STD; known as the “Orange Book”).  Under legal and regulatory guidance, the EI/DS PO, prior to allowing the transfer of sensitive data, must have assurance that the data will continue to be protected as prescribed by law and regulation.  Thus, the requirement exists for a local commander or security officer to verify that any PC being used for sensitive data transfer is configured to meet minimum security requirements.  

Some organizations do not have a process in place for obtaining local C2 level certification of a PC.  In order to expedite the registration process, one of the following three statements, signed by your Organization Security Officer or Commanding Officer, will be accepted in order for you to obtain your account:
a. “The PC/Workstation assigned to (User’s Full Name/Identity) has been certified to be C2 compliant in accordance with DoD, Service, and local requirements; a copy of the certification or a statement by local Commander or Security Officer attesting to the certification is attached.”

or

b. “The PC/Workstation assigned to (User’s Full Name/Identity) has removable media (identify type of media, i.e., Jaz Drive, CD-RW) that will be used for EI/DS downloads; all such media will be protected in accordance with applicable requirements for handling and storage of sensitive data and marked accordingly (i.e., ‘FOUO’).”

or

c.
“The PC/Workstation assigned to (User’s Full Name/Identity), although not currently certified to be C2 level compliant, has been configured to meet as many of the DoD/Service mandated security requirements as feasible.  Other mitigating actions (as listed below) are being taken to ensure that EI/DS data is protected when downloaded.  I have reviewed the mitigating actions and accept the risk to sensitive data associated with the implementation of those actions.”

[NOTE:  For statement ‘c’ above, mitigating actions could be restricting physical access to the PC by placement in an office that is locked when not occupied, removal of the PC from network automatic logins, ensuring the PC is removed from network activity when not in use, and/or other measures deemed appropriate by local authorities.]

The above statements are examples of what the Program Office believes to be appropriate and should not be considered as required statements.  A similar type statement in the words of your organization's Commander or Security Officer may also be acceptable. 



















CERTIFICATION PROCESS


The M2 user completes the following requirements:


 Security Awareness Certificate on file with the EI/DS PO


 C2 Certification letter on file with the EI/DS PO


 M2 Password Authorization Form on file with the EI/DS PO


 Non-DoD Employees Only: 


 ADP II Clearance on file with the TMA Privacy Office


 Non-MHS Personnel and/or Contractors working for the MHS/DoD Only: 


 Data Use Agreement for Level III-VI access on file with TMA Privacy Office











CLIENT INSTALLATION PROCESS


 Once all requirements are completed, the user: 


 Receives and installs the M2 software 


 Calls the MHS Help Desk to obtain User ID & Password





ACCOUNT AUTHORIZATION PROCESS 


 User contacts/obtains M2 Account Instructions document from EI/DS portal (� HYPERLINK "http://eids.ha.osd.mil" ��http://eids.ha.osd.mil�) or from the MHS Help Desk (eids@mhs-helpdesk.com).


 User requests account approval from FPG representative via EI/DS Access Office.  (eidsaccess@eids.ha.osd.mil)
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