Choosing Appropriate M2 Level for User
With the proliferation of privacy legislation such as the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule the protections surrounding patient identifiable data are more stringent than ever.  Safeguards will be upheld to ensure patient identifiable data is available only on a strict “need to know” basis.  
One safeguard is stricter requirements for M2 access authorization.
  Requests for M2 access for Level V and VI data will be closely scrutinized.  These levels provide access to patient names, SSNs and/or pay grades.  An inappropriate use and/or disclosure of this type of data could detriment both the patient and organization.  To receive access to Level V or VI data will require clear and detailed written justification.  The justification must include.    
· Which of the three patient identifiers, i.e., name, SSN and pay grades, is/are required
· Why each required patient identifier is necessary to perform the work 
· The specific purpose and use of each patient identifier.  
· If patient identifiers are required only for the MTF where the requestor is stationed, but encrypted data is needed from other areas in the MHS this must be noted in the justification.  Level VI access is required in this situation.  The justification must include an assurance that when querying M2 for data outside the MTF only encrypted data will be accessed.
All M2 accounts are subject to random audits of use.  If at any point it is discovered that the database was queried for data not covered by the justification the account will be immediately suspended pending review.

