SECTION 1
GENERAL INSTRUCTIONS

1.1. Purpose.  This guide is intended to provide instructions and guidance on the classification of information involved in the Ruggedized Advanced Pathogen Identification Device System (RAPIDS) Program.

1.2. Authority.  This guide is issued under authority of Executive Order (EO) 12958 (Classified National Security Information), DoD 5200.1-R (Information Security Program), and DoD 5200.1-M (Acquisition Systems Protection Program).  Classification of information involved in biological defense and biological detection systems is governed by, and is in accordance with (IAW) AR 380-86 (Classification of Chemical Warfare and Chemical and Biological Defense Information).  This guide constitutes classification authority, and may be cited as the basis for classification, re-grading, or declassification of information and material involved in the RAPIDS effort.  The AR 380-86 Original Classification Authority (OCA) approves information identified as classified in this guide.

1.3.  The Office of Primary Responsibility (OPR).  This guide is issued by:

Program Executive Office for Chemical and Biological Defense

ATTN:  RAPIDS Office

5109 Leesburg Pike, Suite 401B

Falls Church, VA  22041-3203

All inquiries concerning content and interpretation should be addressed to this OPR.

1.4. Classification Recommendations.  If the security classifications contained in this guide impose requirements that are impractical, or if current conditions, priorities, requirements, changes in the threat, scientific or technological progress, or changes in the state-of-the-art, or any other contributory factors indicate a need for change in this guide, completely documented and justified recommendations should be made through appropriate channels to the OPR.
Pending final OCA decision on the recommendation, items of information under review shall be handled and protected at the higher of the current classifications or the recommended changes.  All users of this guide are encouraged to assist in improving and maintaining the currency and adequacy of this guide.

1.5.
Application, Reproduction, and Dissemination.  The Army is responsible as Executive Agent and OCA for the Chemical and Biological Defense program; by extension of EO 12958, this guide applies to all government and industrial activities involved in the RAPIDS effort.  Changes in classification required by application of this guide will be implemented immediately.  Authority is granted to make reproductions and take extracts or selected portions of this guide for application by government and industrial activities involved in the RAPIDS effort.  Supplementation of this guidance is prohibited without prior approval of the OPR and OCA.
1.6.
Public Release.  Automatic release of information deemed unclassified in this guide is not explicitly authorized.  Proposed public disclosure of unclassified information regarding the RAPIDS effort shall be addressed through appropriate channels to the OPR for approval.  Doctrinal and technical publications dealing with Chemical-Biological Defense have restricted (U.S. government only) distribution.

Public release of unclassified Chemical-Biological Defense doctrinal and technical publication material requires coordination and approval through the U. S. Army Public Affairs Office.  Such information is releasable to commercial firms under contract to the Government in accordance with the (IAW) the Federal Acquisition Regulations (FAR) and in instances where the Government organization Contracting Officer Representative (COR) certifies the need to know.
1.7.
Foreign Disclosure.  Any disclosure to foreign officials of information classified by this guide shall be IAW procedures set forth in appropriate security regulations and international Memoranda of Understanding/Agreement.  If a country with which the DoD has entered into a reciprocal agreement, Memorandum of Understanding (MOU), or offset arrangement, expresses an interest in this effort, a foreign disclosure review shall be conducted before a solicitation is issued.

SECTION 2

OVERALL EFFORT

2.1.
Scope.  This guide applies to classification of RAPIDS products; this guide also concerns research, development, testing, and evaluation (RDT&E), and the procurement of chemical and biological defense materiel for purposes not prohibited by biological weapons arms control agreement(s).

This guide applies to all government and industrial activities involved in the RAPIDS effort.  The movement and storage of certain biological defense materiel and operational concerns are also addressed in this guide.  If at least three specific pieces of unclassified information that would lead a reasonable and prudent person to deduct that this information (if made available to adversaries) would probably cause serious damage to the national security if released, then this compilation of information should be classified SECRET.  This document does not offer guidance on measure to ensure program security – security measures are addressed in a Program Protection Plan (PPP).
2.2
Goal, Mission, and Purpose.


2.2.1
Medical personnel will use RAPIDS to quickly identify biological agents in colleted clinical specimens and preventive medicine and environmental samples.  RAPIDS may be used to support operational forces through multiple levels of health service support.  RAPIDS will identify biological agents of operational concern - Biological Warfare (BW) agents and pathogens of clinical significance for confirmatory and prognostic purposes.

RAPIDS will be configured in such a way that clinicians and other medical personnel can methodically screen for biological agents, given such factors as known or suspected threat agents or geographically endemic diseases.  RAPIDS will be used to support epidemiological investigations.  Medical personnel will use the information from RAPIDS to recommend specific medical countermeasures, preventive medicine measures, and medical treatments.  Field commanders may integrate RAPIDS information with operational inputs from intelligence, meteorological, radar, and local area operations to determine personal protection levels and other countermeasures as required to maximize combat effectiveness.
RAPIDS will interface with higher level medical databases and Command and Control systems such as the Composite Health Care System (CHCS/CHCS-II), Theater Medical Information Program (TMIP), and Joint Warning and Reporting Network (JWARN) for discretionary transmission of data in compliance with DoD Information Exchange Requirements (DII-COE).

2.2.2.
The sequences and target specificities of the probes, as well as the target nucleic acid sequences and epitopes, must remain classified as SECRET because the reagents have been developed for BW threat agents derived from the Chairman Joint Chief of Staff (CJCS) Biological Threat List.  Detailed information relating to the structural characteristics of those targets could allow adversaries to genetically engineer BW agents that could no longer be detected with our current reagents and equipment.
Furthermore, additional reagents will be developed against other BW threat agents derived from the International Task Force (ITF-6) list.  The ITF-6 list defines the threat for all biological defense systems in the U.S., UK, and Canada (CANUKUS) and is revised as cognizance of the threat changes.  Subsequently, reagent development priorities will change, consistent with the changing threat and evolving technology.

2.3.
Identification and Marking

2.3.1.
Executive Order 12958 (Classified National Security Information), Section 1.6. Duration of Classification, Para (d) – extract

"At the time of original classification, the original classification authority may exempt from declassification within 10 years specific information, the unauthorized disclosure of which could reasonably be expected to cause damage to the national security for a period greater than that provided in paragraph (b) [10 years from the date of the original classification decision], and the release of which could reasonably be expected to:"


Exception 2:  Reveal information that would assist in the development or use of 
weapons of mass destruction;


Exception 4:  Reveal United States military plans, or national security emergency 

preparedness plans;


Exception 7:  Impair the ability of responsible United States Government officials 
to protect the President, the Vice President, and other individuals for whom 
protection services, in the interest of national security, are authorized.


2.3.2.
This classification guide will be reviewed following prime vendor contract award for RAPIDS Block I to ensure that Contractor technology aligns with classification guidance.  Review will then be conducted at least every two year.  Information is classified IAW Section 3 of this guide and is consistent with EO 12958 and Original Classification Guidance contained in AR 380-86.  Items exempt from automatic declassification are annotated until otherwise directed.  Such marking will generally conform to the following format:

Classified by:  RAPIDS Security Classification Guide, dated ________1
Declassify on:  
_________________________

1 Identify Security Classification Guide (SCG), source document or other authority.  If more than one document, cite "Multiple Sources."

SECTION 3

CRITICAL ELEMENTS


The Program Executive Office for Chemical and Biological Defense (PEO-CBD) is responsible for the development, production, and fielding of a common system for biological agent identification.  This encompasses all phases of the end-item process, from system development and production to fielding of the end items.  As shown in Table 3.1., there are many different elements to RAPIDS.  Classification of all the component-level materials and data is considered individually and then on a system level.
Because of the anticipated similarities of RAPIDS-specific reagents to those managed by the Critical Reagents Program (CRP), this classification guide parallels guidance set forth by the Critical Reagents Program (CRP) Classification Guide.  By regulation, research and development efforts unrelated to specific biological defense systems remains unclassified.

3.1.
Biological Warfare agent identification provided by RAPIDS will be accomplished via chemistry technology (i.e., shelf stable reagents).  RAPIDS will use reagents that are consumable in the identification process.  The RAPIDS Office will provide an initial RAPIDS fielding capability consisting of all items required to run the system.

System components comprise the device or analyzer, ancillary support equipment and supplies, reagent kits and control material, sample protocols, training material, and system interfacing and information exchange capability (i.e., software).  The reagent kits will be furnished with CRP oversight through the PEO-CBD and the prim contractor.  The reagents/assays are designed to identify specific BW agents and pathogens.  Subsequently, disclosure of the reagents/assay information in the form of specific target sequences is classified.


3.1.1.
Loss of reagent/assay stocks (in-transit or maintained on-hand for replacement of consumables) of theft should be considered a compromise of sensitive information.

3.1.2.
For similar reasons, system waste (e.g., unused or expired reagent kits) must be treated as sensitive waste unless destroyed by burning, autoclaving, or treated with a decontaminant, which renders the waste unreadable to analyses for intelligence exploitation.  RAPIDS reagent must be treated with a decontaminating solution before disposal.


3.1.3.
Reagent manufacturing entails use of Government-owned or – furnished information or material (GFI or GFM).  Specific target information will be handled as SECRET.  The prim vendor will, upon reagent manufacture completion, ship the material to a DoD laboratory as specified by the CRP for validation testing before release to the DoD end user.  The validation performance data generated by the prim vendor and the DoD validation laboratory is unclassified but is handled as For Official Use Only (FOUO).


3.1.4.
Nucleic Acid Target Information (i.e., gene sequence information) may be released as "Unclassified" if 500 bases or more are added, at random, on either end of the flanking regions so as to mask the actual sequence.  Release of the information must first be cleared by the PEO-CBD RAPIDS Directors or CRP Directors, or both, as appropriate; the Director of the originating DoD laboratory; and the PEO-CBD Security Classification Manager.


3.1.5.
Antibody Target Information.  Antibody epitope information is currently maintained as SECRET information by the CRP at the SBCCOM.  Release of this information must first be cleared by the PEO-CBD RAPIDS Directors or CRP Directors, or both as appropriate; and the CBD Security Classification Manager.


3.1.6.
Gene sequence information is currently held in a DoD DNA database controlled by the Central Measurement and Signature Intelligence Organization (CMO) and maintained at the Armed Forces Institute of Pathology (AFIP) as SECRET information.  Standard Operating Procedures for the specific request for and release of classified information from the CMO- sponsored AFIP database are currently being developed through the RAPIDS Reagent, Researched & Development Integrated Process Team (RRD IPT) for review and approval of the PEO-CBD and DoD R&D facilities under the current CRP Memorandum of Understanding (MOU).

3.1.7.
The classification of the items in subsection 3.1.4. and 3.1.5. is taken from the guidance issued in AR 380-86.  The classification guidance for RAPIDS is shown in Table 3.1.

SECTION 4

ADMINISTRATIVE DATA

4.1.
Security measure will be addressed in the Program Protection Plan (PPP) for the RAPIDS Program.  The PPP will contain specific security procedures and countermeasures designed to prevent foreign intelligence collection or unauthorized disclosure of essential program information, technologies, and/or systems during the acquisition process—rendering the PPP a classified document.  Unclassified security measures will also be found in doctrinal, training, and technical manuals.

GLOSSARY

Section I

Abbreviations

AFIP


Armed Forces Institute of Pathology

AR


Armed Regulation

BW


Biological Warfare

BWA


Biological Warfare Agent

CANUKUS

Canada, United Kingdom, United States

CHCS/CHCS-II
Composite Health Care System/Composite Health Care System-II
CJCS 


Chairman of the Joint Chiefs of Staff

CMO


Central Measurement and Signature Intelligence (MASINT) 



Organization

CRP


Critical Reagents Program

DA


Department of the Army

DII-COE

DoD Information Exchange Requirements, and the Defense 



Information Infrastructure, Common Operating Environment

DNA


Deoxyribonucleic Acid

DoD


Department of Defense

EIA/ELISA

Enzyme-Immunoassay

ECL


Electrochemiluminescence

EO


Executive Order

FOUO


For Official Use Only

GFI


Government-Furnished Information

GFM


Government-Furnished Material

HHA


Hand Held Assay

IAW


In Accordance With

RAPIDS

Ruggedized Advanced Pathogen Identification Device System
JWARN

Joint Warning and Reporting Network

MOA


Memorandum of Agreement

Section I

Abbreviations

MOU


Memorandum of Understanding

OCA


Original Classification Authority

OPR


Office of Primary Responsibility

PEO-CBD

Program Executive Office for Chemical and Biological Defense

PCR


Polymerase Chain Reaction

PPP


Program Protection Plan

QA


Quality Assurance

QAP


Quality Assurance Program

QC


Quality Control

R&D


Research and Development

RRD IPT

Reagents, Research & Development Integrated Process Team

SBCCOM

The U.S. Army Soldier Biological and Chemical Command

TMIP


Theater Medical Information Program
UK


United Kingdom
USAMRIID

U.S. Army Medical Research Institute of Infectious Diseases
U.S.


United States

Section II

Terms

Term




    Definition

Restricted
Refers to a Canada/UK classification level equivalent to 

U.S. For Official Use Only (FOUO).  FOUO is not a 
classification level in the U.S.  Either "Restricted" or 
"FOUO" or both "Restricted" and "FOUO" may be used as 
a distribution restriction statements.

Sensitive
Material that requires a high degree of protection and 
control due to statutory requirement or regulation, such as 
narcotics and drug abuse items; precious metals; items that 
are of a high value, highly technical, or hazardous in 
nature; and small arms, ammunition, explosives, and 
demolition material.

SECRET
Information, the unauthorized disclosure of which 
reasonably could be expected to cause serious damage to 
the national security for which the original classification 
authority is able to identify or describe.

Simulant
A substance or material that is used in place of a toxic 
agent (chemical or biological) in training, research, testing, 
or evaluation.  

Toxin
A poisonous chemical by-product of microorganisms, 
animals, or plants.

Type Classification
Identification by Army materiel status record action of an 
item or component to indicate its adoption for Service use.

Vulnerability
The susceptibility of a system or components to the threat 
in a given environment.

Table 3.1.
RAPIDS Classification Guidance

(Note:  Table categories and classification guidance extracted from AR 380-86)

	Information
	Classification
	Comments

	3.1.  Information Revealing System Capabilities or Operational Deficiencies

        3.1.1.  Target Agent strain specifics, Agent assay  

        preparation specific, Target Agent in 
        order of DoD priority

       3.1.2.  List of Target Agents, and  QA/QC data on 
       Target Agents assays

       3.1.3  Antibody Assay epitope targets,   

       Nucleic Acid assay probe/primers   

       sequences
	SECRET

Unclas/FOUO

SECRET
	The strain specifics refer to actual target agent gene sequences

Target agent list is Unclas if in no particular order of importance

Assay information is that which is needed to make the actual target agent assay

	3.2.  Biological Defense Research, Development, Test and Evaluation
        3.2.1.  RAPIDS classified system performance data [1]

        3.2.2  RAPIDS unclassified system performance data  

        [2]

        3.2.3.  RAPIDS system components including ancillary 

        equipment

        3.2.4.  List of assay reagent kits
        3.2.5  Reagent kit performance data
	SECRET [1]

Unclas/FOUO [2]

Unclas/FOUO

Unclas/FOUO

Unclas/FOUO
	[1] Classified system performance data, comprising either or both of the elements from items 3.1.1. and 3.1.3 of this table, compiled into a single-source document.

[2]Unclassified but FOUO system performance data, comprising any of the elements from items 3.1.2., 3.2.3., 3.2.4., or 3.2.5. of this table but excluding elements 3.1.1 and 3.1.3., compiled into a single-source document.

	3.3.  Results of Medical Tests Revealing Operational Deficiencies/Vulnerabilities
         3.3.1.  RAPIDS Patient diagnostic results

         3.3.2  RAPIDS Environmental/preventative medicine

         sample survey results

	Patient Confidential

Unclas, FOUO, or SECRET
	Associated with a specific patient (i.e., name or other identifying information)

Category as deemed appropriate by area Commander

	3.4.  Other

        3.4.1.  Test assay waste
	Sensitive Item
	Test assay waste must be rendered inert/destroyed to thwart "reverse engineering"
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