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Figure 1: Decisive Operations

CFJO is the principal document that expands the key ideas in JV2010. It focuses on the operational level of warfighting and develops detailed, subordinate enabling concepts as necessary.
Joint Vision introduced four new concepts which lead to Decisive Operations.  These four new concepts; Dominant Maneuver, Precision Engagement, Focused Logistics, and Full-Dimensional Protection are defined separately, but are mutually supportive and in operations, are interdependent.  Each concept’s individual contributions are not nearly so important as the cumulative effect achieved when they are applied collectively, and properly balanced. Whether war or in other military operations, the Joint Force Commander’s balances operational concepts to conduct decisive operations.  This concept is being further developed to more fully convey the rapidity with which future military operations are envisioned to be conducted, and the concept of rapid decisive operations is emerging.

Revolutionary advances in information-specific technologies will enable us to achieve information superiority that, along with technological innovation, will transform traditional ideas about maneuver, strike, protection, and logistics into four powerful new operational concepts: dominant maneuver, precision engagement, full-dimensional protection, and focused logistics. These new concepts will combine so that we can achieve Full Spectrum Dominance.

One of the more challenging of these four concepts to implement is Full Dimensional Protection, which involves actions throughout the full range of military operations, from high-intensity conflict, down to more benign missions simply requiring a military presence.  The military commander has always had the burden of balancing the requirement for protection of the force against mission accomplishment.  Threats to the force have always been plentiful on the battlefield, and among these many and varied threats, chemical and biological agents have been present for a very long period of time. Since the turn of the century, however, there has developed equally threatening situations our service members could encounter from Toxic Industrial Chemicals (TICs) resulting from the intended bombardment of industrial complexes or something less apparent, such as occupying or crossing industrial waste burial sites.  The Joint Force Commander has at his disposal, a number of detectors and alarm systems that provide a measure of protection for many chemical agents and some biological agents that could be utilized on the modern battlefield.  In many cases, however, these devices require a significant concentration of the agent to be present in order to function: and many are too technical and/or cumbersome to be carried by the average, non-NBCD Individual warfighter.  There was simply no means to detect, let alone measure sub-clinical levels of exposure a member of the Armed Forces may encounter from chemical warfare agents, or TICs that may be present on the battlefield.

In response to the challenge of finding innovative ways of protecting the force throughout the spectrum of military actions, the Department of Defense has established the Joint Medical Surveillance Program within the Force Health Protection initiative.  This comprehensive program includes more exhaustive assessments of the military member’s health conditions with a special focus on pre-deployment, deployment and post-deployment condition with a greater emphasis on documenting those conditions for subsequent study and analysis.  Further, to maintain the individual medical information on all military members, an automation strategy called the Service Member Life Cycle (SMLC) is under development to support the implementation of medical surveillance.  The database must comply with the Medical Health System (MHS) technical integration strategy, which is built on a standards-based infrastructure with supporting open systems environment applications.  The MHS is developing the framework for the SMLC.  The SMLC represents a formal, integrated process for obtaining and updating essential health status profile baseline data on every service member on an ongoing basis.

This program, although well-intended, can be administratively and logistically burdensome for the commander, and creates a cumbersome, costly record keeping process.  These downside aspects aside, they are required to more completely catalog the individual service member’s potential exposure to harmful environments; those known to be harmful, as well as those for which there exists no substantive data with which to make a determination.

Traditionally, medical intelligence has focused on infectious disease risks as the major cause of non-battle-related morbidity and mortality. Operational environments, from humanitarian missions to theater-level combat, are becoming more dangerous simply because of the ubiquitous risks posed by environmental contamination.  An increasingly important force protection issue is the potential for exposure to chemical and physical hazards.  Personnel deployed in support of missions ranging from war to operations other than war are at risk of  being exposed to harmful chemicals as a result of industrial accidents, sabotage, or the intentional or unintentional actions of enemy or friendly forces.  Additionally, manipulation of the environment as a tool of war (for example, the setting of oil well fires in Kuwait and the massive oil spills in the Persian Gulf by the Iraqis) is of increasing concern.

The inability to resolve uncertainties regarding long term, chronic health issues among military members is due in part to a deficiency of objective measures of individual health status at the time of deployment, and exposure information needed to evaluate potential health risks.  Like the adverse health effects associated with radiation exposure, both the immediate as well as the long term results of chemical and biological agents is a function of the individual exposure.  Unlike radiation exposure, however, there is no means currently to measure individual exposure.  These observations have led to major changes involving health screening, exposure assessment, risk communication, and assessment of health outcomes after deployments. Clearly, essential medical surveillance functions (ongoing systematic collection, analysis, and interpretation of health data for use in preventing and controlling illnesses and injuries) must be continuous and fully integrated throughout the pre-deployment, deployment, and post-deployment phases of military operations.

These measures assist the commander in performing his risk-assessment for the overall mission.  The commander’s risk assessment, however, is only as good as the data upon which it is based. Heretofore, there has been little valid data upon which the commander could base a decision concerning the risk to his force posed by low levels of chemicals, either chemical warfare agents, TICs, or other threats to the health of his force.  CBIS will now provide better data upon which the commander can rely to develop a risk assessment that will have relevance in military operations.

The deployment to Bosnia provided the first opportunity to implement a comprehensive medical surveillance policy developed from lessons learned in the Gulf.  Medical surveillance enables a more precise assessment of individuals across time and serves to capture population-based data for trends.  This essential health information is immediately linked for follow-up assessment of individuals, if required.  Research findings can then be merged with clinical and operational experience to further refine medical surveillance aspects of the Force Health Protection program.

The Chemical-Biological Individual Sampler (CBIS) provides the means to measure individual exposure at very low, sub-clinical levels.  Joint force commanders and force medical protection authorities now have the capability to determine the exposure of the individual warfighters to low levels of chemical agents and TICs.  CBIS is being fielded in response to these needs as part of an Integrated Chemical and Biological Defense and Medical Treatment System. 

Recognizing that exposure to harmful elements can occur in virtually any mission profile, collecting individual exposure information has been mandated by Public Law 105-85. This information is crucial in assessing the risk to individuals of continued low-level exposure and for diagnosis in the near and long term monitoring and treatment programs.

The CBIS System addresses this need by providing a scalable means of evaluating the presence and/or absence of CB agents or TICs.  Dependent upon the identified threat, the CBIS system can be employed throughout the deployment to monitor force exposure, or employed only when specified threshold requirements are met.  The CBIS system provides a non-intrusive capability to measure at the sub-clinical level the exposure of individuals to CB agents or TICs, and it provides data on environmental exposures for medical and health surveillance.  This data can be archived in on-line data banks, via the Theater Medical Information Program (TMIP) for future reference, as well as in the individual’s medical record and Personal Information Carrier (PIC) to facilitate near-term, as well as long-term medical analysis and treatment.  The CB treatments, personal protective equipment (PPE) and detection systems will form an integrated CB defense system allowing the commander the opportunity to assess battlefield conditions and proactively preclude individuals from becoming combat ineffective. A more detailed description of the CBIS system is found in Chapter 2 of this document.

System Description- An Overview

The CBIS system performance includes the ability to detect chemical and biological exposure at the individual warfighter level.  It provides an indicator as to the presence of a threat within a toxic compound class at the immediate danger to life and health (IDLH) level which can be audible within 10 feet.  Along with measurement of that exposure at low-level exposure with a time history for specified agents, the sampler will serve to identify personnel who should receive follow on pathology. The resultant data from that analysis can then be subsequently archived in the individual’s medical record and other appropriate governmental data bases for subsequent analysis and reference.

The CBIS system consists of Commercial Off-The-Shelf (COTS) passive sampling device combined with an electroactiive polymer sensor.  Given the need for a lightweight sampler component, the CBIS sampler and CBIS analyzer/reader are separate pieces of equipment.  The CBIS sampler is designed to be carried on each warfighter, requires no external power for operation, and will be read by an analyzer/reader that is also a COTS or fielded analytical device.  The analyzer/reader is not man-portable and requires external power to operate.  Given the logistics associated with the analyzer components, they will be located with deployable laboratories for forward deployed analysis, or the analysis will be conducted in either in-theater contract or CONUS-based laboratories. The entire suite of analysis equipment can be vehicular mounted for mobility, and is transportable by rail, on all military cargo aircraft, or shipping.  Key capabilities include:

· CBIS detects the exposure of individual warfighters to chemical agents and TICs.

· It measures an individual's exposure at the sub-clinical level to specific agents.

· It can serve as a “tripwire,” or indicator to signal when follow-on pathology is warranted.

· It provides output information for health risk analysis and archival in individual medical records and databases via the Theater Medical Information Program (TMIP).

· CBIS facilitates the determination of the extent of contaminated areas.

· It can provide accurate data with which commanders can make changes in the mission oriented protective posture (MOPP).

· It can assist in vectoring logistical support planning and preparations

· It can trigger the operation of personnel and equipment decontamination stations.
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Revolutionary advances in information-specific technologies are enabling us to achieve information superiority which, along with technological innovation, are transforming traditional ideas about maneuver, strike, protection, and logistics into four powerful new operational concepts: dominant maneuver, precision engagement, full-dimensional protection, and focused logistics. These new concepts are being combined so that we can achieve Full Spectrum Dominance.

· Dominant maneuver is the multidimensional application of information, engagement, and mobility capabilities to position and employ widely dispersed joint air, sea, land, and space forces to accomplish the assigned operational tasks.

· Precision engagement is a system of systems that enables our forces to locate the objective or target, provide responsive command and control, generate the desired effect, assess our level of success, and retain the flexibility to reengage with precision when required.

· Focused logistics is the fusion of information, logistics, and transportation technologies to provide rapid crisis response, to track and shift assets even while en route, and to deliver tailored logistics packages and sustainment directly at the strategic, operational, and tactical levels of operations.

· Full-dimensional protection is the multilayered offensive and defensive capability to protect our forces and facilities at all levels from adversary attacks while maintaining freedom of action during deployment, maneuver, and engagement.

Each of JV 2010’s four new concepts represents a significant improvement over today’s capabilities.  Together, they combine to enable the 2010 joint force commander (JFC) to dominate any adversary across the range of military operations (Figure 1).

One of the more challenging, as well as one of the more important of these four concepts to implement is Full-dimensional Protection, which must address the entire spectrum of potential threats to the force.  In chemical and biological (CB) threat terms this spectrum ranges from endemic environmental and industrial health threats, to intentional or unintentional releases of toxic industrial chemicals, to weapons of mass destruction (WMD).  Regardless of the origin, the potential devastating impact to the operating forces could be the same. 

Chemical and biological weapons, sometimes referred to as the "poor man's nuclear weapons," pose a significant threat in the post-Cold War environment. The relative low cost and simplicity of their design and technology, in comparison to nuclear weapons, make them the weapons of mass destruction choice for a variety of rogue states and terrorist, non-state organizations. This threat has been made all the more tangible by the use of chemical agent in a Tokyo subway, and allegations over Iraq's development of chemical and biological weapons and its actual use of chemical weapons in combat operations.  However, for WMD to provide a military advantage, they must produce adverse physical or psychological effects and degrade performance of an opponent’s force. Performance degradation could be achieved by causing mass casualties, damaging material, or simply forcing personnel into a protective posture that reduces their ability to perform. If these weapons do not ultimately result in mission degradation, an adversary may be deterred from employing them.  

The threat, however, is not limited to deliberate CB releases by an adversary, for the accidental or deliberate destruction of an industrial complex could release toxic industrial chemicals that have the potential to be equally as deadly as those delivered by an adversary.  Operational environments, from humanitarian missions to theater-level combat, are becoming more dangerous simply because of the ubiquitous risks posed by environmental contamination.  An increasingly important force protection issue is the potential for exposure to chemical and physical hazards. Personnel deployed in support of missions ranging from war to operations other than war may be exposed to harmful chemicals as a result of industrial accidents, sabotage, or the intentional or unintentional actions of enemy or friendly forces.

The human health and ecological consequences that could result from industrial disasters are highly dependent on the types and volumes of chemicals present or used in any one industry. The most acute and catastrophic adverse health effects associated with many industrial incidents are primarily in the form of toxic inhalation hazards from airborne chemical vapors or physical hazards associated with flammability, reactivity, and explosiveness. Beyond the initial disrupting event, if the chemical(s) are stable and gain access to water sources, sediments, and soils, then the health effects associated with chronic or repeated exposures to persistent agents become a concern, as well as the transient or permanent environmental damage that may follow. 

Industrial chemicals such as chlorine, propylene, and ethylene-oxide are toxicological inhalation and/or cutaneous hazards that can injure or kill. Chlorine is a powerful blistering agent and respiratory irritant, and in high concentrations may cause severe lung problems. Lower vapor concentrations cause irritation to the eyes, nose, and throat, and may elicit gagging and vomiting. Similarly, ethylene-oxide vapor is irritating to the eyes, skin, and respiratory system, and prolonged contact with the skin may result in delayed burns. High levels of propylene can cause breathing problems and dizziness, and death is possible at very high concentrations. 

Exposure may result from circumstances far less sinister, especially in developing countries.  For example, in some processes, refrigeration and water based cooling systems are vital to keeping hazardous chemicals in an inert liquid state and prevent them from converting to unstable volatile gases.  Rapid changes in temperatures of chemicals, caused by a simple power outage, may result in sudden volume expansion causing leakage or cracks in storage containers and distribution lines or even catastrophic explosions because of extreme pressure changes. 

A force trained, equipped, and demonstrating the ability to survive, fight, and win in a battlespace where chemical and/or biological agents are used, continues to be a critical element of deterrence
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Figure 2: Principles of NBC Defense

Joint Requirement/Operational Need

Avoiding exposure to harmful elements is pretty straight forward guidance.  However, how to accomplish this in a combat or military operational environment where operational imperatives enter the picture present more of a challenge.  Public Law 105-85 began to address this concern by establishing the requirement for enhanced medical surveillance of all Military Service members during active Federal service, including Reserve components, especially before, during and after military deployments.

This Public Law mandates the establishment of a system that shall include the use of predeployment medical examinations and post-deployment medical examinations (including an assessment of mental health and the drawing of blood samples) to accurately record the medical condition of members before their deployment and any changes in their medical condition during the course of their deployment.  The post-deployment examination is required to be conducted when the member is redeployed or otherwise leaves an area in which the system is in operation (or as soon as possible thereafter). 

The law further requires that the results of all medical examinations conducted under the system, records of all health care services (including immunizations) received by members before or during the course of their deployment, along with records of events occurring in the deployment area that may affect their health, be entered in the individual’s health record, as well as be retained and maintained in a centralized location to improve future access to the records. 

Deployment Medical Surveillance also involves routine military medical environmental surveillance activities during major deployments, or for deployments in which there is a significant risk of health problems, as identified by the Chairman of the Joint Chiefs of Staff in coordination with the Assistant Secretary of Defense for Health Affairs (ASD)(HA). Deployment medical surveillance has been designated as being the responsibility of the DoD Components for their individual Service members. During a deployment, this responsibility becomes shared with the joint task force (JTF) commander and the commander in chief (CINC) of the appropriate Combatant Command.  These requirements share a common goal: protection of the force, utilizing technology to improve combat efficiency.

Enhanced combat efficiency is not realized solely by documenting the health state of the force.  The combat efficiency of forces can be increased by reducing the physiological and psychological effects of operating in a CB contaminated environment by possessing the ability to constantly monitor for the presence of CB warfare agents. Information provided by a CB warfare agent detection network that can detect, identify, map, quantify, and track the threat in the operational theater will provide commanders the situational awareness necessary for command decisions.  A "real-time" detection network composed of chemical samplers integrated into individual battle dress, weapon platforms, and stand-alone units linked to the C3I system will process and integrate sensor data with geographical, meteorological, and intelligence data to provide an up-to-date and time-projected CB warfare situational threat analysis. The network will provide situational awareness on different levels depending on the need. 

Exposure to harmful agents is one of many risks military personnel face while deployed in support of military operations, and these risks must be incorporated into the operational risk management process.  Heretofore, however, the data available to the military health services to assess and recommend controls to minimize such health-related risks have been sparse.  Given the fact that each individual can react to chemical agents differently, the level of exposure is critical to determining the severity potential health risks.  The CBIS system provides an invaluable tool to assist military health service personnel when assessing the potential health risks associated with CB exposure by providing exposure data at the individual level

In order to more accurately assess exposure at the individual warfighter level and develop a better means of identifying the specific threat in a given area, an individual sampler system has been developed.  This individual sampler is small and lightweight in order to avoid restricting the wearer’s movement, yet provides indicators of the presence of contamination of a wide range of substances.  Upon analysis, the sampler can also yield information that will identify the specific chemical threat, in order for the commander to more effectively protect the force by implementing the appropriate avoidance, decontamination, or threat mitigation measures.

The Chemical-Biological Individual Sampler (CBIS) is intended to bridge the gap in individual exposure information.  Joint force commanders and their force medical protection authorities will now have the capability to determine the exposure of the individual warfighter to low levels of chemical and biological agents.  CBIS satisfies this need as part of an Integrated Chemical Defense and Medical Treatment System which will enhance the joint force commander's ability to make informed decisions in a more timely manner to avoid contaminated areas or to change the military oriented protective posture (MOPP) of the force.  Further, the force medical protection community will have the means to measure and record the individual warfighter's exposure to chemical agents or TICs at the sub-clinical level; analyze these results and make recommendations to the commander before the exposure had begun to have consequences.  This information is crucial in assessing the risk to individuals of continued low-level exposure and for diagnosis in the near and long term monitoring and treatment programs.  

Scope and Breadth of CONOPS

Scope:  This Concept of Operations (CONOPS) describes the use of the CBIS systems in a joint operational environment.  While there are many levels of conflict wherein the CBIS system would provide a significant advantage to the various agencies or organizations within the government, this initial CONOPS will focus on the system’s use in support of military forces in both conventional and special operations.  This CONOPS is intended to be used to develop local planning documents including checklists and operating procedures; identify required equipment; and ensure that required training is accomplished prior to deployment. 

Documentation of Requirement/Operational Need

Potential enemy forces have the capability of employing weapons of mass destruction against US forces.  Generally accepted targets for these weapons would include airfields; air defense systems; command, control, and communications centers; logistical facilities; port, and to create obstacles.  If biological agents are involved, they may produce either immediate or delayed casualties. However, any CB agent can be used against military or civilian targets and such attacks can range from attacks against a specific target or can cover vast areas of terrain.  CB weapons can be used to restrict our mobility, to maneuver and concentrate forces, to contaminate combat support and combat service support systems, to cause immediate and delayed casualties, and to force an increase in protective measures. Persistent chemical agents are typically used against deeper targets or those areas not expected to be immediately occupied. Persistent agents will be used against reinforcements, deep targets, and units along the flanks of attacking enemy forces to produce casualties, create a decontamination burden, and restrict mobility. Enemy forces in the defense can be expected to employ persistent agents against attacking forces. Chemical agents also are used to produce casualties (immediate or delayed). The threat’s primary delivery systems will either be artillery or rocket. When the delivery means is via artillery, the persistent chemical agents are a mixture of droplets, micro-particles, and vapors. Chemical agent droplets are readily detectable, while micro-particle contamination is not as detectable, using standard NBC detection equipment. Dissemination via rocket will result in gross contamination, leaving small puddles of chemical agent in addition to droplets and micro-particles. Detection is easier when rockets are used; however, the areas of contamination are significantly larger.  Given the potential immediate and delayed effects on the force, a means of conducting frequent and non-intrusive sampling of the force is required to prevent additional forces from exposure to a chemical or biological threat. 

A number of technological innovations have recently been fielded or are being developed to detect and track various CB threats.  Although improved performance has been achieved in virtually every aspect of these systems, many of the detectors and alarm devices remain too large and cumbersome to be man-portable, and therefore have to be vehicular mounted or be restricted to stationary use.

The primary warfighter need has been to develop a capability which integrates all available sensor data (CB detectors along with other relevant information such as meteorological and geographical data) and provide the commander with a decision aid to determine the appropriate protective posture, actions to avoid contamination, and means to predict areas of contamination.     An additional warfighter need has been to provide increased decision cycle for the commander, enhance the overall force mobility and survivability,while concurrently capturing medical information relative to an individual warfighter’s exposure to harmful substances while deployed in order to enhance effectiveness of any near-term as well as the long-term treatment that exposure may require. 

Nuclear, biological, and chemical (NBC)-capable nations, including developing nations, may use these weapons to achieve political or military objectives.  Weapons of mass destruction (WMD) may be used in isolation or as an adjunct to conventional combat power. The number of nations capable of developing and possessing WMD is steadily increasing and the potential for their use can range from blackmail or acts of terrorism to conflict or war. Nuclear threats occur within a given theater of war and could proceed without the exchange of strategic nuclear weapons. Biological threats can cause lethal, disabling, contagious, or non-contagious type casualties. Chemical warfare achieves surprise and causes mass casualties, which hinders the momentum of an opposing force, disrupts command, control, communications, computers, and intelligence, and degrades combat potential.

The overall threat of chemical and biological agents to the force is further compounded by the industrial development within those nations where United States military forces may operate.  The chemicals used in industry can singularly, or in combination with other chemicals, form compounds which can put the force equally at risk.  Any military action in or around an industrial complex raises the risk of releasing these compounds into the atmosphere where they can become airborne and have an effect equally as devastating as a deliberate chemical attack launched by an adversary.

The risk of U.S. forces encountering CB agents during worldwide conflicts remains high. An effective defense reduces the probability of a CB attack, and if an attack occurs, it enables U.S. forces to survive, continue operations, and win. Scientific, technological, and resource limitations remain in preventing U.S. forces from having complete full dimensional protection and meeting all requirements for two nearly simultaneous Major Theater Wars. The unique physical, toxicological, destructive, and other properties of each threat requires that operational and technological responses be tailored to the threat.  Still, U.S. forces remain the best protected forces in the world for surviving and conducting operations in chemically or biologically contaminated environments.
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Figure 3: The Three Pillars of NBC Defense

The three pillars of the nation’s NBCD philosophy include: avoidance, to prevent exposure to the threatening substance; protection, to minimize the extent of exposure; and, decontamination, to immediately reduce the level of exposure, or reduce it entirely.

The Chemical-Biological Individual Sampler (CBIS) addresses this military need.  Joint force commanders and force medical protection authorities require the capability to determine the exposure of individual warfighters to low levels of chemical and/or biological (CB) agents and toxic industrial chemicals (TICs).  Detection and alarm devices exist today which detect critical levels of many chemical agents, and some biological agents.  CBIS is being fielded as part of an Integrated Chemical and Biological Defense and Medical Treatment System, with an identified goal of measuring Threshold Value Level Short Term Exposure Limit ( TVL-STEL) levels of exposure.  The TVL-STEL is a measure of the concentration to which the warfighter can be exposed continuously for a short period of time without suffering from 1) Irritation, 2) Chronic or irreversible tissue damage, or 3) Narcosis of sufficient degree to increase the likelihood of accidental injury, impair self-rescue, or materially reduce work efficiency, and provided that the daily TLV-TWA is not exceeded.

It is not a separate independent exposure limit; rather, it supplements the Time weighted average, or TWA limit, where there are recognized acute effects from a substance whose toxic effects are primarily from a chronic nature.  STELs are recommended only where toxic effects have been reported from high short-term exposures in either humans or animals.

A STEL is defined as a 15-minute TWA exposure which should not be exceeded at any time during a workday even if the 8-hour TWA is within the TLV-TWA.  Exposure above the TLV-TWA up to the STEL should not be longer than 15 minutes and should not occur more than four times per day.  There should be at least 60 minutes between successive exposure in this range.  An averaging period other than 15 minutes may be recommended when this is warranted by observed biological effects.

 Although few, if any, warfighters work a 40-hour week or an 8-hour day, the STEL was selected as being the practically sensitive levels of exposure measurement for which environmental health data currently exists.

With the understanding that health outcomes are difficult to correlate with very low-levels of exposures such as TWA, CBIS will capture data needed to address the health risks associated such exposures.  This information is crucial in assessing the risk to individuals of continued low-level exposure and for diagnosis in the near and long term monitoring and treatment programs.  As this data is collected, analyzed, and correlated to health issues, the information the CBIS system provides will be of increasing value for the purposes of preventing casualties from disease and non-battle injury, and maintaining a healthy and fit force.

The CBIS system provides a non-intrusive capability to measure at the sub-clinical level the exposure of individuals to chemical agents or TICs, and it provides data on environmental exposures for medical and health surveillance.  The CB treatments, personal protective equipment (PPE) and detection equipment form an integrated CB defense system allowing the commander the opportunity to assess battlefield conditions and proactively preclude individuals from becoming combat ineffective by providing information to assist in piecing together a mosaic of the CB threat in the AOR. A more detailed description of the CBIS system is found in Chapter 2 of this document.

Enhancements to the Warfighter 

[Vision of how the system will enhance a JTF.]
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It is important to emphasize the fact that risk free operations will never be attained. The goal of environmental health risk assessments, as a part of the commander’s overall risk assessment, is to communicate exposure risks so that preventive medicine and operational planners can make informed choices that ensure mission success and minimize adverse health outcomes.

The severity and duration of the effects experienced depend on many things, including: (1) the

sensitivity of the exposed individual(s); (2) the duration of exposure; (3) the concentration of the (chemical) substance; and (4) the combination of substances to which the individual is exposed. 
CBIS allows joint forces to operate with confidence in areas potentially contaminated by CB agents and TICs with the knowledge that the system will detect and allow them to a more fully assess the level of a potential threat.  Additionally, CBIS accurately assesses the extent of any exposure, so the force medical protection authorities can effectively render treatment, whether potential symptoms manifest during or after the deployment.  Casualty prevention, threat awareness, and accurate documentation of exposure to CB and TIC contamination enhances the confidence and morale of the individual service member, and therefore the efficiency of the joint force and promotes mission accomplishment.

Commander's Ability to Accomplish the Mission

CBIS is a completely scaleable system.  The extent to which a commander decides to distribute and collect samplers is a function of the perceived threat to the force from either CB or TIC substances.  The readings, and alarms generated by CBIS provide several benefits to the joint force commander.  These benefits include, force protection, risk management, intelligence input, force mobility, force confidence, and an extremely accurate means of providing data for the Deployed Medical Surveillance program.

Force Protection

Force protection is a collection of those activities that prevent or mitigate successful hostile actions against the force and its resources when they are not directly engaged with the enemy.  A successful hostile action is one that, if executed, would directly or indirectly threaten the force’s ability to accomplish the combatant commander’s mission.  Force Medical Protection is a chief component of the overall Force Protection effort, and is focused on minimizing casualities. 

Personnel replacement has a pronounced adverse impact which ripples through the force, as it places additional demand on potentially strained logistics channels with medical evacuation of casualties, and inbound transportation of the replacements, but most notably at the unit level where personnel turnover impacts combat effectiveness.  Any information that will enable the commander to reduce personnel turnover resulting from casualties-whether immediate or delayed- will only enhance the effectiveness of the force.  Additionally, by collecting exposure data from individuals in an area of a known chemical or TIC release the proper medical protocols can be implemented, the location(s) of the maximum agent concentration can be more accurately determined to enhance exposure avoidance.  Further, as the individual warfighter progresses through his career, and beyond, the exposure information provided by CBIS will enable the medical provider to render health treatment with a more complete picture of the individual’s life-long exposures.
Risk Management

In what can be considered a subset of force protection, CBIS will also provide additional benefits to the commander in the form of risk management.  Whether engaged in major regional conflicts (combat) or deployed in stability and support operations (formerly known as “operations other than war”) commanders are aware that there may be threats beyond that of an armed adversary. Deployed military personnel can be exposed to toxic chemicals, either intentionally or incidentally, from air, water, and to a lesser extent from soil. Exposure may occur through inhalation, ingestion, or skin contact. Such exposures may have significant immediate or even prolonged health effects. These health effects may adversely impact mission performance and/or may result in Disease and Non-Battle Injury (DNBI) during deployments. As such, risks to environmental chemical exposures must be assessed and integrated into overall military operational risk management. 

The risk management process, particularly in a military operational/deployment environment, is not a single GO-NO-GO determination but must incorporate constant evaluations and re-assessments of the controls, measures and other risks.  CBIS can provide the data, to continuously reassess the risk associated with agent exposure, at the level the commander considers relevant, i.e. at the individual, small unit, organizational, or command level.
Intelligence Input

CBIS allows subordinate commanders to more accurately assess the extent of the chemical agent or TIC contamination in their area of responsibility.  By associating a CBIS sampler with a member of a particular unit and its location, the commander and his intelligence staff will be able to map chemical or TIC concentrations, thereby assisting in completing the mosaic of the chemical threat within the area of operations.  By quickly identifying the presence of a threatening agent, the commander can then make a more informed decision with regard to courses of action, as he prosecutes the campaign. 
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Figure 4: CBIS can assist in completing the intelligence mosaic of the battlespace.

Additionally, CBIS can also be utilized to validate the response from another detector or alarm system, thereby limiting the impact of a potentially false alarm.  This promotes accurate reporting throughout the chain of command, which in turn contributes to more effective decisions by the joint force commander concerning the mission-oriented protective posture (MOPP) of the force and the positioning of NBC decontamination and force medical assets.  The CBIS system can serve as a tripwire to suggest to the commander that increased levels of MOPP are required in a particular area, with a high degree of confidence that the remainder of the force can remain at lower MOPP levels, thereby maintaining higher agility and maneuverability during the mission.  
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Figure 5: CBIS can serve as a tripwire for adjusting MOPP levels or altering frequency of sampler analysis

Force Mobility

Elevated MOPP levels necessitates a reduction in the workload of the force, to include the rate of movement.  Operations in some extreme climates may require that infantry forces operating in forward locations be mounted, to avoid excessive heat-related casualties.  Accurate readings provided by CBIS of the levels of specific threats from chemical threats or TICs allow the commander to make more informed decisions concerning allocation of forces, along with other resources.

Force Capability

The use of protective equipment will cause serious degradation of friendly forces’ capabilities to perform their mission.  The wearing of chemical protective clothing and equipment will decrease sensory inputs as well as increase the risk of heat stress.  Commanders must consider adequate water intake, fatigue, and heat acclimatization.  The conditions of sustained or continuous operations often require Service members to stay awake for extended periods of time. MOPP decreases sensory awareness, making it harder for Service members to stay awake.  Additionally, wearing chemical protective clothing reduces the individual’s ability to recognize and communicate efficiently. Combat often requires that individuals change their habits (such as caffeine and nicotine use, nutrition, personal hygiene).  Inexperienced individuals unfamiliar with MOPP or those who are new to the unit are more likely to be affected.  Service members who work shifts of indefinite length (who do not know when they will get relief from MOPP) are also more susceptible.  

Force Confidence

The impact of accurate assessments of the presence or absence of any chemical threat cannot be over emphasized.  With the knowledge that they have the capability to more quickly identify and counter any potential effects of chemical or TICs, individual members of the force will have vastly increased confidence in the degree of protection he or she is provided.  Additionally, this knowledge will ease the warfighters’ psychological concerns (anxiety) over this very insidious threat and therefore allow him/her to more fully focus on the mission at hand.

Deployed Medical Surveillance

With the requirement that forces deployed for a Joint Chiefs of Staff /Unified Command-directed deployment for a period of 30 continuous days (or more) outside the United States receive Deployment Health Assessments, the commander faces a significant additional logistical and administrative burden.  The intent of the program is to track and record any level of exposure within the force.  With the capability to more credibly isolate the contaminated area of concern, the population that may have been subjected to an exposure and, better yet, identify the element or agent to which they may have been exposed, the medical testing, evacuation, and treatment can be significantly more focused.  This more focused effort will also permit the analysis of samplers to be prioritized within an organization, further reducing the administrative and logistical burden on deployed forces.  CBIS is a tool that will enhance and assist in focusing the medical surveillance of the force by providing better indication of when follow-on pathology may be warranted.

Specific Doctrine and TTPs To Be Addressed

The contents of this CONOPS will address 
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Figure 6:  References

Chapter 2: System Description

Overview

The Chemical Biological Individual Sampler system is composed of a sampler, desorber, and an analyzer. The Mobile GC/MS System is a platform-mounted analytical laboratory based on a gas chromatograph and mass spectrometer system.  The platform can be mounted in either a commercial or military vehicle, ship, or aircraft with 120 volt AC power capability to power the system.  The Mobile GC/MS System provides the commander with the ability to identify and quantify the broadest possible spectrum of unknown organic substances.   The Mobile GC/MS System is comprised of a GC/MS, a Multi-tube Thermal Desorption Unit (MTDU), a tube conditioner, a nitrogen generator, a hydrogen generator, one table top timer, a laboratory computer, and an administrative support kit containing all necessary laboratory, operations, troubleshooting and diagnostic equipment.  This equipment has to be mounted in a temperature controlled shelter with power capacity.  The vehicular-mounted Mobile GC/MS System allows working room for one instrument operator in addition to a driver and passenger. 
As depicted in Figure 7, below, the collection of contaminants will be from air surrounding the individual warfighter. The sampler/analyzer will be worn on the individual warfighter’s outer garment, utility uniform, cold weather garments, upper body armor or Load Bearing Equipment. 

The sampler is then inserted in a desorber which releases the contaminant into a stream of gas that is then fed into the analyzer.  The results of the analysis are then compared to a vast library of known results. Those that match the analysis are then identified to the system operator.

The CBIS system is capable of collecting, analyzing, and recording the individual warfighter’s exposure to contaminants at concentrations within the time-weighted average (TWA) to Immediate Danger to Life and Health (IDLH) range. The 8-hour TWA defines agent exposure concentrations, that when accumulated over an 8-hour period, 40 hours per week over the working lifetime of a healthy male, result in no degrading health effects.  IDLH levels are defined by the by the National Institute for Occupational Safety and Health (NIOSH) as respirator selection criteria and were first developed in the mid-1970's. The Documentation for Immediate Danger to Life or Health Concentrations (IDLHs) is a compilation of the rationale and sources of information used by NIOSH and are generally based upon human acute toxicity levels, exposure to which for up to 30 minutes may cause death, serious or irreversible health effects, or may impair or impede the ability to escape.
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Figure 7: CBIS Operational Block Diagram

The Sampler

[The following information addresses one (the SKC) of the four COTS samplers under consideration] 

The individual sampler component of the CBIS system is a commercial off-the-shelf passive diffusion sampler which has a minimal weight and measures 2.9 cm in diameter x 1.76 cm height. . A diffusion barrier maintains sample uptake by molecular diffusion independent of wind velocity. The sorbent is chosen to best collect the chemical hazards of interest.  Individual chemicals simply diffuse from the atmosphere into the sampler at a fixed rate.  The sampler has been scientifically validated to have a sampling rate along with other critical sampling parameters to provide the force with documented proof of reliability and offers a choice of sorbents to better collect specific chemicals.  Proper sorbent selection will ensure that adsorbed chemicals do not reverse diffuse once trapped onto the collection media.  The sampler will be serialized and, when issued, will be assigned to the service member in pairs.  Once the samplers are collected, they will be labeled to retain identity with that service member and the period of sampler exposure, and then forwarded for analysis.
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Figure 8:  An Example of an Individual Sampler Being Worn in MOPP 4

 (Note: Sampler not to scale; shown enlarged for illustration purposes)
The Desorber

Thermal desorption is an efficient technique which simplifies a wide range of Gas Chromatograph applications. Volatile and semi-volatile components can be desorbed directly from the sorbent material of the individual sampler without any significant sample preparation.  In the process of thermal desorption, heat and a flow of inert gas are used to extract volatile and semi-volatile organics from the sorbent material within the sampler. The analytes desorb into the gas stream and are transferred into the GCMS analytical system in a small, concentrated volume of vapor.

The vapor is then refocused onto a small, electrically-cooled sorbent trap, which can then be rapidly heated to desorb 99% of the agent to be analyzed.  As described below, the Mass Spectrometer (MS), Gas Chromatograph analyzer measures organic compounds in this vapor phase. The thermal desorption extracts the absorbed elements directly from the sorbent material contained in the individual sampler. 

The Perkins-Elmer ATD-400 is the desorption component of the CBIS system and weighs 182 pounds. It measures 30 inches wide x 30 inches deep x 35 inches high when in the operational configuration.  It can be programmed to split output flows to different detectors in sequence. Desorbtion time varies from 3 minutes to 15 minutes for each sample.  Each tome the system is relocated, a GC transfer line or GC column with a heated tail must be installed which usually requires 15-30 minutes to accomplish.
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Figure 9: The Desorber, Model ATD-400
The Analyzer

The Hewlett Packard 6890 houses the Gas Chromatograph, Mass Selective Detector, and the Flame Photometric Detector.  The specific components are the Hewlett Packard (HP) 6890 Gas Chromatograph and the HP 5972 Mass Selective Detector (MSD) also known as a Mass Spectrometer (MS).  Connected to the GC/MS is a Perkins-Elmer ATD-400 desorption unit.  This equipment desorbs samples from air sampling tubes, concentrates the sample, then automatically injects the sample into the GC/MS.  The multi-tube feature allows up to 50 samples to be analyzed in series.  The tube conditioner purges air sampling tubes so that they may be reused.  The GC/MS and the desorber unit require gas generating support units.  The hydrogen generator is a Packard B9400.  The hydrogen gas is used by the GC/MS to carry the    sample through the instrument.  The nitrogen generator is a Peak ANG250A nitrogen / air generator.  Nitrogen gas is used to sweep a heated, concentrated sample from the desorber to the GC/MS.  The Computer Module contains computer hardware and software used to operate the GC/MS system.  It includes a Toshiba T6600C Instrument Control Module with external CD-ROM, a HP 340 Deskjet printer, HP Chemstation analytical software and a CD-ROM based maintenance and troubleshooting guide.  The library which supports the analyzer contains information on approximately 121,000 substances.  The analyzer suite can be mounted in a commercial van with a roof mounted air conditioner and belly mounted 7kW diesel generator. 

The analyzer system weighs approximately 2,100 pounds and has a volume of 190 cubic feet when configured in their shipping cases for transport. 

Operation Cycle

There is an initial set-up time of 2 to 4 hours, assuming the activity is being performed by four trained personnel.  The operation cycle for the CBIS system is, of course dependent upon the substance being detected and, of most significant concern, the proficiency of the operator.  Assuming that the operator possesses average level of proficiency, and the substance being analyzed is one listed within the system database, the operations cycle is estimated to be approximately 25 minutes per sample.  Each analyzer is capable of performing analysis on the 50-tube carousel in approximately 21 hours.

· Author’s Note: desired performance characteristics
The critical characteristic for the CBIS system to provide is timely analysis of large quantities of samplers.  Timeliness is critical in order for the information provided by the system to have any tactical applicability.

Results Interpretation

Although mass spectrometry is a very sensitive technique, there are other techniques with picogram detection limits.  In addition to sensitivity, however, mass spectrometry is useful for identifying the chemical structure of this picogram sample.  Since the mass spectrum is a fingerprint of the molecular structure, comparison to a computer databases can be used to identify an unknown compound.  This is often done using Probability Based Matching (PBM), a popular pattern recognition technique.  Although these computer searches are convenient and powerful, it is important to understand how to interpret a mass spectrum.  A computer onlv compares the unknown spectrum to the librarv spectra and offers a selection of compounds in the database that produce similar spectra. This computer search is very useful and it makes interpretation much easier, but there are limits to the computer search.

The operator can interpret the spectrum, but it takes a high degree of experience and proficiency.  A common mistake is blindly trusting the results of a computer library match.  It is imperative, however, that the operator learn how to interpret and understand the mass spectrum to effectively use the computer searches and avoid misinterpretation of the results.

Location of Analysis Equipment

Given the potentially burdensome logistics associated with the CBIS analytical equipment, the commander determines the location of the CBIS analyzer relative to the force during development of his risk assessment.  As the commander assesses the risks of CB exposure based upon intelligence estimates, a number of options can be evaluated and become additional factors to consider in the overall risk management plan. 

The basis for assessing risks to the force associated with chemical hazards can be based upon data contained in USCHPPM’s Technical Guide 230A, Short-Term Chemical Guidelines for Deployed Military Personnel. The one-hour values contained within this guide address three levels of hazard severity. These levels represent a minimal health effect level, a significant effect level, and a severe effect level. These categories of effects parallel those established as emergency guidelines by various agencies which are used as planning tools to determine procedures and plans to minimize risks from accidental chemical releases. These values provide the commander with a range in which to estimate the severity of the situation and therefore the timeliness and frequency with which the samplers are to be read. Concentrations below the minimal effect level may be considered safe or of “negligible severity” for most individuals from inhalation exposures to a specific chemical. Individuals exposed to concentrations between the minimal and significant effect levels may be considered to be in a “marginal severity” category where military personnel would experience mild irritation or temporary health effects. Individuals exposed to substance concentrations between the significant and severe effect levels may be considered to be in a “critical severity” risk category where deployed military personnel should not experience or develop irreversible health effects or symptoms that would impair their ability to take protective action. Individuals exposed to air concentrations exceeding the severe effects level would be considered to be of “catastrophic severity” where irreversible or life-threatening health effects may occur.

Based upon these definitions, alternatives to consider in the location of the analytical equipment would include:

· Severe: When “significant” to “severe” hazard severity range is anticipated, the commander may consider location of the analytical equipment within theater; possibly at an expeditionary base, port facility, aboard Naval shipping, or within a theater contract lab where the results can be quickly reported and integrated into the risk assessment.  Location at fixed sites, such as these, would minimize the logistics tail associated with moving and maintaining the analyzer, while also reducing equipment “down-time “ associated with frequent relocations.  If more timely exposure data is required, the analysis equipment could then be pushed forward to locations where time requirements between sampler collection and exposure data output would be minimized.
· Significant: Where intelligence estimates determine that members of the force may be at risk of exposures which fall in the “minimal” to “significant” level range, and warfighters might experience mild irritation or temporary health effects, the analytical equipment could be located at a theater contract laboratory, or service or contract laboratories within CONUS.  Under these circumstances, the samplers would be analyzed, and results reported to the commander through the JWARNS system, while concurrently, exposure data is reported through service medical channels for inclusion in individual and service databases.
· Minimal: If “minimal” to “significant“ levels of exposure can be anticipated and timeliness of data results are not critical, the analytical equipment can safely be located within CONUS-based laboratories, either contract or service-run.  

How the system fits into existing C4I architecture:  

[Considerations, Issues] 

Procedures for reporting a NBC detection are defined by the NBC Warning and Reporting System (NBCWRS).  NBCWRS reports are standardized by ATP 45/STANAG 2103 and the U.S. Message Text Format (USMTF).  

· Interface to existing or proposed C4I systems, medical archives, etc 

CBIS provides the missing element of a truly integrated NBC defense capability bridging the gap between area and point CB detection systems and the individual warfighter.  CBIS can be used to verify individual exposures after area detection systems have alarmed.  Biological systems with which the CBIS system is compatible are the “ Portal Shield” sensor network system developed to protect high value fixed site assets such as air bases and port facilities against biological attacks.  The Biological Integrated Detection System (BIDS) network will be used to provide the basis for warning and confirming that a biological attack has occurred in a geographic area.  The Joint Biological Detection System (JBPDS) will be used to enhance force protection and conserve combat power at fixed sites (ports/airbases), to support Army and Marine Corps mobile operations, and to support light operations via man-portable system.  Chemical detection/monitoring equipment include the Improved Chemical Agent Monitor (ICAM) and its predecessor, the CAM is designed for personnel who are in full NBC protective posture, and then, primarily employed in both monitoring and survey mission.  The Remote Chemical Agent Alarm (RSCAAL) M21 provides a stand off detection system that detects the presence of nerve or blister agent vapor clouds.  The automatic chemical Agent Alarm (ACADA) M22 will be used across the spectrum of Army, Navy, Air Force and Marine units.  It will be used primarily for area warning with other missions for monitoring collective protection shelters and vehicles.  The M34 Soil Sampling Kit is intended for use by authorized NBC personnel to perform sampling of soil, surface mater and even water.  The primary use is to gather samples for processing at laboratories in the rear.  The Joint Warning and Reporting Network (JWARN) will provide the capability to network various NBC detectors (including CBIS) at operating locations, process information to provide a clear picture of potential contaminated and uncontaminated areas, and provide near real-time warning and reporting capabilities.  As JWARNS will interface with GCCS, JWARNS will integrate the NBC contamination into the common operational picture (COP) for the entire force.  Currently, NBC agent detectors and alarms operate as discrete units.  When a CB attack is detected and appropriate protective measures are taken, CBIS will provide the method in which to determine individual low level exposures.

CBIS results will also interface with the Theater Medical Information Program (TMIP).  

TMIP is the medical pillar for Global Combat Support System (GCSS) strategic implementation.  TMIP, which supports the Force Health Protection (FHP) Program, encompasses functionalities of: health care delivery, medical logistics, medical command and control/situational awareness, patient movement (through TRANSCOM Regulating and Command and Control Evacuation System (TRAC2ES), and medical manpower, personnel, training, and resources. The purpose of the TMIP is to integrate medical information systems to ensure precise, interoperable support for rapid mobilization, deployment, sustainment, and re-deployment of all field medical services.

Within the context of CBIS, TMIP will support the collection and archiving , and retrieval of the individual exposure data.  

Joint Warning and Reporting Network

The Joint Warning and Reporting Network (JWARN) provides the Joint Force Commander with a comprehensive analysis and response capability to minimize the effects of Nuclear, Biological, and Chemical (NBC) attacks or accidents/incidents.  It provides the operational capability to employ NBC warning technology which will collect, analyze, identify, locate, report, and disseminate NBC threat information. JWARN is compatible and integrated with Joint Service C4I2 systems. JWARN is located in the Combat Operations/Command and Control Centers at the appropriate level and employed by NBC defense specialists and other designated personnel. It transfers data automatically to and from the actual detector/sensor and provide commanders with analyzed data for decisions on disseminating warnings down to the lowest level on the battlefield.  It provides data processing, plans and reports, and access to specific NBC information to improve the efficiency of limited NBC personnel assets. 
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Figure 10: CBIS information will be broadcast over JWARNS to alert the entire force.

Integrated Nuclear, Biological, and Chemical (NBC) Defense and Force Health Protection System

CBIS will be a component in a de facto integrated nuclear, biological, and chemical (NBC) defense and force health protection system.  Information from CBIS will be used to supplement that from other NBCD system components, as well as providing individual, low-level exposure data for near-term analysis and health risk assessment application. The individual exposure data will also be entered into individual health records, as well as being archived in Service and Military Health Service data bases. 

Integrated Logistics Support Plan

TBI

Chapter 3: Joint Operation Planning

Joint Employment
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Figure 11: CBIS bridges the gap in providing Full Dimensional Protection to the Force

Supported Missions

CBIS supports joint force operations in environments contaminated by low-levels of chemical and biological (CB) agents or toxic industrial chemicals (TICs).  It contributes to the establishment of an integrated nuclear, biological, and chemical (NBC) defense - force health protection system by using a Chemical Biological Individual Sampler (CBIS) to provide accurate information on the exposure of individuals low-level exposures to CB agents or TICs; whether that exposure occurs on land, at sea, or in the air.  Additionally, the data provided by analysis of the samplers can assist the commander in determining the minimum level of mission oriented protective posture adequate to protect the force, thereby minimizing the physiological as well as physiological stress during conduct of operations.  CBIS bridges the present gap between fielded CB protective measures and the deployed medical surveillance program by providing a more timely means of measuring each individual’s CB exposure level as frequently as the commander deems necessary for maximum individual protection. 

This critical capability-gap has often impacted the joint force commander's ability to make timely and informed decisions about contaminated areas and the military oriented protective posture (MOPP) of the force.  The CBIS system addresses this need by evaluating the presence or absence of CB agents and TICs.  The CB treatments, personal protective equipment (PPE), and detection equipment will form an integrated CB defense system allowing the commander the opportunity to assess battlefield conditions and proactively preclude individuals from becoming combat ineffective.

Conventional Operations

Joint Force Commanders and their force medical protection authorities require the additional capability of recording and archiving the exposure of individual warfighters to low levels of CB-agents and TICs.  Such information is crucial in assessing the risk to individuals of continued low-level exposure and diagnosis for near and long term monitoring and treatment programs.  The CBIS system provides a non-intrusive capability to measure the exposure of individual warfighters to chemical agents or TICs at the sub-clinical level of exposure.  CBIS is one part in an integrated Chemical/Biological defense and medical treatment system.  Additionally, the information provided by the CBIS samplers will provide an analytical data on which the command’s risk assessment can be continually revised. 

Special Operations

The CBIS sampler can also be utilized in conjunction with Special Operations.  Depending on the mission profile, one or more samplers can be issued to appropriate personnel.  Samplers can be periodically changed, with the exposed samplers being annotated with date/times worn, then resealed in their original plastic containers.  At the conclusion of the mission, the samplers will be returned to the organizational medical section for analysis.  Archiving of individual warfighter exposure data will be completed only to that extent authorized by appropriate operational security regulations.

Operational Objectives 

Maximize Force Protection While Minimizing Impact on Mission

Flexible use of personal protective equipment protects the wearer against nuclear, biological, and chemical (NBC) contamination on the battlefield. Such Personal Protective Equipment (PPE), which includes clothing, can drastically cut the potential of CB exposure and casualties and reduce the impact of CB weapons on combat operations.  However, commanders must balance the need for NBC protection with mission requirements. Commanders adjust the level of protection (i.e., what protective equipment to wear) based on the threat of NBC attack and the impact of such wear on military operations. Each increase in MOPP Level involves donning more gear and accepting greater degradation in performance.

Adding layers to the field uniform reduces mobility, agility, coordination, and dexterity.  Hundreds of military tasks have been tested to determine the degradation from wearing MOPP gear.  Units operating in MOPP1 and MOPP2 generally do not experience significant time increases to perform a given task with one exception.  Extensive foot travel in MOPP2 is slowed due to the effects of the overboots.


Personnel wearing MOPP4 will take about l.5 times longer to perform most tasks.  Therefore, commanders can estimate the time it will take to complete most tasks in MOPP4 by multiplying the time normally required to complete tasks by 1.5.


In an NBC environment, command, control, and communications are difficult.  Wearing the protective mask degrades hearing, vision, and speech; all of which are important to effective communication.  Individuals are difficult to identify by name or rank, leading to confusion as well as contributing to failures in effective communication.  Performance of command functions while in MOPP presents problems all commanders must consider.  A few of these challenges include the following:

· Heat stress causes personnel in leadership positions to tire rapidly and affects mental and physical capability.

· The mask voicemitter makes speech difficult to understand.

· The M40-series mask, while improved over the previous series mask, impairs voice communication in both volume and quality on radios and field phones.

· Eye lenses of the mask narrow the field of vision.  

· The hood impairs hearing.
The CBIS system provides a information to provide the commander with more definitive information with which to make decisions on the level of protection best suited for the operational environment, while concurrently providing a means of continuously monitoring the data upon which that decision was made.

Focused Logistics

The geographic combatant commander must plan for logistic support operations for joint NBC defense. Within a theater, the geographic combatant commander exercises directive authority over logistic operations.  Adequate logistic support is vital to all combat operations.  It must provide for sustainability, anticipation, integration, continuity, improvisation, responsiveness, reconstitution of destroyed units, and stock of NBC equipment.  Services support includes ways to cope with decontamination of equipment; clothing exchange and showers; equipment recovery and evacuation, mortuary affairs policy, standards, and procedures. Supply support includes general supply operations and water production for decontamination. Transportation, host-nation support, multinational support and friendly forces considerations, nuclear survivability and NBC contamination survivability standards, and environmental considerations are also incorporated in logistic support and are imperative to NBC defense.

When preparing for or engaged in operations, the logistical focus should be on the movement of Class III and Class V to support successful prosecution of the mission.  The presence or indications of the presence of a CB threat will require a significant increase in the stress on the commander’s logistical resources.  Especially with forward-deployed forces, being able to target the location where logistical support will be most critical will greatly assist the commander’s efforts at meeting, while not exceeding, the logistics requirements of the force.  At heightened MOPP levels, water requirements rapidly escalate.  Moreover, the difficulty of drinking in MOPP increases the likelihood of dehydration.  Thirst is not an adequate indicator of dehydration; soldiers will not sense when they are dehydrated and will fail to replace body water losses, even when drinking water is readily available.  Although unit leaders are enforcing regular and timely fluid replacement in their personnel, increased incidence of dehydration and heat and stress-related problems can be anticipated, requiring increased medical evacuation transportation and medical attention requirements.  Depending on the intensity of work and the ambient temperature, logistical requirements associated with conducting combat operations in elevated MOPP levels will increase significantly.  Base the recommended hourly replenishment on planned work intensity, temperature, clothing layers, and light cycle.  For example, at a moderate work intensity in MOPP4 (over underwear only) and a daylight wet bulb globe temperature (WBGT) of 80 degrees F (27 degrees C) a service member should drink approximately 2.0 quarts of water per hour if working continuously or 1.0 quart per hour if working according to the work/rest schedule (for example, 10 minutes work, 50 min rest).  Note that continuous work under these conditions may lead to heat casualties after 49 minutes.  Individual warfighters should drink as much as possible before donning the mask, and frequent drinking while working is more effective in maintaining hydration than waiting until rest periods to drink. Additional water should be made available for such things as hygiene, cooking, medical requirements, and possible decontamination. 

If circumnavigation of the contaminated area is not tactically feasible, the commander may decide to place his force in a heightened MOPP posture.  If speed of execution of the scheme of maneuver is a critical concern, the force may have to be mounted rather than being foot mobile, placing additional demand on logistical resources 

Deployed Medical Surveillance Data

Personnel replacement has a pronounced adverse impact which ripples through the force, as it places additional demand on potentially strained logistics channels with medical evacuation of casualties, and inbound transportation of the replacements, but most notably at the unit level where personnel turnover impacts combat effectiveness.  Any information that will enable the commander to reduce personnel turnover resulting from casualties-whether immediate or delayed- will only enhance the effectiveness of the force.

The Deployed Medical Surveillance Program was implemented to ensure a fit and healthy force and to prevent illness, disease, adverse stress responses, and injuries from degrading mission effectiveness and warfighting capabilities.  The CBIS system directly supports and complements this program by providing a means of continuously monitoring the environment to specifically identify potentially harmful elements to which the individual has been exposed.  This exposure data can then be documented in the individual’s health record, as well as being forwarded via the Theater Medical Information Program (TMIP), where it can be analyzed at the JTF,CINC, and national levels, providing additional information to support the Force Health Protection effort.  Additionally, the archived information will be available for all follow-on medical treatment throughout the service member’s life.

Operational Environments

During low risk – long duration operations, the CBIS is worn by all elements of the joint force.  CBIS fielding would include members of non-combat units positioned at airfields, combat service support facilities, logistics bases, rear area command posts and headquarters, decontamination sites, and tactical helicopters.  The CBIS continuously samples vapor exposure, and it must be periodically analyzed to determine the individuals' potential exposure to hazards of CB or TIC agents. 

During high risk – long duration operations, warfighters operate for long periods of time in environments known or suspected to be contaminated with CB-agents or TICs.  CBIS 
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Figure 12: Frequency of Analysis Can be a Function of Risk To Reduce The Logistical Burden on the Organization

enhances force protection and force health protection by validating the performance of other detectors.  When an operational detector sounds an alarm, the sampler worn by individuals in the area of the threat is analyzed to verify the presence of a CB or TIC agent.  CBIS also assists in restoration and post conflict operations by providing a means to verify the success of wide area decontamination.  By collecting exposure data from individuals in an area of a known CB or TIC release the proper medical protocols can be implemented, the location(s) of the maximum agent concentration can be accurately determined, and CBIS can aid in the validation to the accuracy of prediction models.

During decontamination and triage, analysis of the sampler precedes decontamination and triage operations.  CBIS reduces the logistical burden of both decontamination and triage by showing the extent of an individual's exposure to CB agents and TICs.  The use of CBIS increases the likelihood that only contaminated warfighters enter the decontamination site.  The exposure data provided by CBIS to the medical personnel promotes more effective treatment.

Location of Analysis Equipment

Given the potentially burdensome logistics associated with the CBIS analytical equipment, the commander determines the location of the CBIS analyzer relative to the force during development of his risk assessment.  As the commander assesses the risks of CB exposure based upon intelligence estimates, a number of options can be evaluated and become additional factors to consider in the overall risk management plan. 

The basis for assessing risks to the force associated with chemical hazards can be based upon data contained in USCHPPM’s Technical Guide 230A, Short-Term Chemical Guidelines for Deployed Military Personnel. The one-hour values contained within this guide address three levels of hazard severity. These levels represent a minimal health effect level, a significant effect level, and a severe effect level. These categories of effects parallel those established as emergency guidelines by various agencies which are used as planning tools to determine procedures and plans to minimize risks from accidental chemical releases. These values provide the commander with a range in which to estimate the severity of the situation and therefore the timeliness and frequency with which the samplers are to be read. Concentrations below the minimal effect level may be considered safe or of “negligible severity” for most individuals from inhalation exposures to a specific chemical. Individuals exposed to concentrations between the minimal and significant effect levels may be considered to be in a “marginal severity” category where military personnel would experience mild irritation or temporary health effects. Individuals exposed to substance concentrations between the significant and severe effect levels may be considered to be in a “critical severity” risk category where deployed military personnel should not experience or develop irreversible health effects or symptoms that would impair their ability to take protective action. Individuals exposed to air concentrations exceeding the severe effects level would be considered to be of “catastrophic severity” where irreversible or life-threatening health effects may occur.

Based upon these definitions, alternatives to consider in the location of the analytical equipment would include:

· Severe: When “significant” to “severe” hazard severity range is anticipated, the commander may consider location of the analytical equipment within theater; possibly at an expeditionary base, port facility, aboard Naval shipping, or within a theater contract lab where the results can be quickly reported and integrated into the risk assessment.  Location at fixed sites, such as these, would minimize the logistics tail associated with moving and maintaining the analyzer, while also reducing equipment “down-time “ associated with frequent relocations.  If more timely exposure data is required, the analysis equipment could then be pushed forward to locations where time requirements between sampler collection and exposure data output would be minimized.
· Significant: Where intelligence estimates determine that members of the force may be at risk of exposures which fall in the “minimal” to “significant” level range, and warfighters might experience mild irritation or temporary health effects, the analytical equipment could be located at a theater contract laboratory, or service or contract laboratories within CONUS.  Under these circumstances, the samplers would be analyzed, and results reported to the commander through the JWARNS system, while concurrently, exposure data is reported through service medical channels for inclusion in individual and service databases.
· Minimal: If “minimal” to “significant“ levels of exposure can be anticipated and timeliness of data results are not critical, the analytical equipment can safely be located within CONUS-based laboratories, either contract or service-run.  

Who is Monitored:

The CBIS is intended to monitor the exposure of all members of the force during periods of deployment as the threat dictates.  Commanders should give consideration to continuous monitoring for those who are occupationally exposed to external sources of chemical, biological, or TICs in the course of normal job duties; AND those who have: a reasonable probability of receiving any of the following in any 1 year period: 

· 10% of the Immediate Danger to Life or Health (IDLH) occupational exposure limit of a known chemical hazard. 

· Any exposure associated with entering a high or very high threat area 

· All NBCD personnel directly involved with an active monitoring or survey program.

· All medical personnel who may administer treatment to a contaminated service member.

· Any individual who uses or operates the desorber or analyzer. 

· Declared pregnant women. 

The frequency with which the samplers of individuals or groups of individuals are collected for analysis can be a function of the indicated threat.  If an alarm is indicated, or if initial sampler analysis or analysis by other comparable means indicates that a portion of the force is operating in a greatly reduced CB and TIC area, sampling periodicity can be extended, thereby reducing the logistical and administrative demand on the organization.  Personnel operating in forward deployed areas, however, especially those engaged in reconnaissance and patrolling duties should be sampled with regular frequency.

Selection of Random Sampling Periods

Sampling Strategy

Issuing Individual Samplers

The individual sampler is a small circular device that is issued with a button-hole strap to facilitate attachment to the uniform or individual equipment.  The samplers are issued in sets of two; one is to be attached to the left-breast pocket flap of the uniform or ballistic protective vest, and the second badge is to be placed in the cargo pouch of the individual protective mask.  Both samplers in the set are issued within a resealable plastic bag and O-ring which are to be retained to reinsert the sampler for analysis.  Each sampler has a (bar code?? or similar method to identify a particular sampler with a specific person) which links that sampler to a specific individual. 
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 During the normal course of duty, the pocket-mounted badge is used to measure the extent of any chemical exposure the individual may have received.  It is designed to measure sub-clinical levels of exposure, and therefore will provide a means to document exposure incidents that, because of the low levels, have no immediate impact on the warfighter.  However, given the nature of the exposure, these incidents could have a cumulative or synergistic effect.  Selected trained personnel within the NBCD section and organizational aid station at the battalion or squadron level use the desorber and analyzer to read the individual samplers.  Data obtained from this analysis form the basis of chemical exposure records.  Battalion and squadron sized organizations will maintain 45 sampler sets per individual assigned plus 10 percent for loss or damage as their stockage level.  A 30-day level of supply of the samplers will be maintained at each intermediate supply point.  During periods of heightened tension when other contingency items are issued to the individual warfighter, the two samplers will be issued to each individual.  When directed, each individual will wear the sampler on the left breast pocket flap of his outer uniform item (utility blouse, field jacket or upper body armor) at all times except when being exchanged.  Each sampler will be marked with a barcode which will associate that particular sampler with a specific individual.  At the end of the specified monitoring period, the individual warfighter will remove the individual sampler from his uniform, placing it within a sealed plastic bag to prevent contamination from other sources, and deliver the badge to his unit medical representative.  The unit-level medical representative, i.e., the medic or corpsman will supervise the badge exchange process, and issue replacement badges and plastic bags to the individual.  The exposed badges will be collected at the company/department level and immediately submitted to the organizational/ship medical section (or BAS) for analysis. 

If other factors, such as miosis or indications of illness among members of a particular unit suggest possible exposure to a CB or TIC agent, the badges collected from the affected individual warfighters will be marked “URGENT” and receive priority in analysis by the NBCD and medical section.  Additional information to be submitted includes locations the individual has visited to facilitate further threat survey. 

The readings obtained from the individual samplers in a unit will be averaged and used to determine the exposure status of the unit.  The unit exposure determined from this procedure will be maintained by the organizational medical section and reported to the commander via both the operations and medical communications networks when collective levels are known to approach levels of medical concern.

Assuming that there has been some level of warning that a chemical threat exists, the second sampler can be readied for, or attached to the outer layer.  When the unit assumes a heightened MOPP posture, the original individual sampler continues to be worn underneath the MOPP suit on the left breast pocket flap of the garment closest to the body, and the second sampler will be worn on the outer most protective garment (MOPP garment or ballistic protective vest, as applicable).  

At the conclusion of the sampling period, the individual warfighter will have their outside sampler read prior to doffing their suit at the conclusion of the mission in order to determine the magnitude of exposure and definitive analysis of agent.  The internal badge will be read after doffing at the conclusion of the mission to assess if the suit was breached or its effectiveness was compromised during the mission.  This will determine if the individual was exposed.  Internal exposure would correlate to a dermal exposure.  The data obtained as to the type of agent will be utilized by the commander to determine the following: reevaluation of health risk assessment, decontamination protocols; medical treatment for non-protected individuals or individuals whose suits were breached or failed in the contaminated environment; contamination avoidance; personal protective equipment; and employment considerations for individuals exposed to low levels of contaminants.  Data from the reader / analyzer will be documented and entered into the individual warfighters medical record, in addition to being reported as required by the Joint Surveillance Program.  Further discussion on archiving data is provided later in this section under the Theater Medical Information Program.

Exposures deemed significant by the commander will also be broadcast over the Joint Warning and Reporting Network (JWARN). Samplers that are contaminated will be placed in an overpack container and transported to the appropriate analysis laboratory in accordance with instructions contained in Appendix E of this publication. The individual warfighter will be issued a new badge. 

Figure 13 provides an action flow chart to depict the series of actions involving a situation wherein an alarm has been given, a known CB agent has been encountered, or one or more CBIS samplers which have been analyzed have provided a positive indication of the presence of a CB threat.


[image: image21.wmf]Triggering

Event

CBIS Analyzer

Identifies Threat

and Concentration

Commander Employs

FOX assets to

Recon

 /

Map Contaminated

Area

Estimate Hazard Duration

IAW Service Doctrine. If

 Weather Changes, Recalculate

Estimate.

Increase Frequency of CBIS

Analysis Based Upon Hazard

Duration Estimate

JTF

 

has

FOX

YES

NO

NBCD Section

Performs

Recon

to Map

 Contaminated Area

Withdraw

from

Contaminated

 Area

YES

NO

Decon

and

Initiate Lower

MOPP Posture

  Closely Monitor

CBIS Analysis Results

of Individual

Warfighter

 

to

Avoid Critical Exposure

MOPP Increase

Considered

Report Detection

To Higher Headquarters


[image: image22.wmf]CBIS Sampler Analysis

Results Logged into Medical

Surveillance Database and

Individual Health Record

Submit Both

CBIS Samplers

For Analysis

Individual Near

Exceeding

Safe Exposure Level

NO

Take Blood

Sample

Blood Samples Forwarded

To 

TriService 

Serum

 Repository(USACHPPM)

YES

Service

Local

Database

JTF Joint 

InterimTheater

Database

CINC 

InterimTheater

Database

CINC 

InterimTheater

Database

CHCS II

Clinical Data

Repository


Figure 13: CBIS Positive Indication Action Flow Chart

A sampler may be decontaminated with the M258A1 and the M291 skin decon kits.  However, if a CB agent soaks into the clip strap or it otherwise becomes contaminated, it must be replaced.  The CBIS system is not designed to replace existing CB protective equipment and specifically is not designed to alter any of the protective measures undertaken by military personnel. 


Record of CBIS Analysis 

The Record of CBIS Analysis is a digital form contained within the Theater Medical Information Program, utilizing an interface with the organization’s medical database.  (The listing will allow for something such as peel-off barcode strips, or magnetic strip containing the individuals identity which can be pasted to a space by the individual’s name, or similar process)  This will allow the badge assignments and associated administrative requirements to be accomplished ahead of time.  The form will be completed by the medical section representative or preventative medical technician who issues the badges.  Whenever the samplers are collected the results of each sampler analysis will be entered on the form, adjacent to the individual’s name to whom the sampler was issued.  The form will provide a means of identifying where the sampler was worn; i.e., on the inside of the MOPP garments or on the outside of the MOPP garment.  (Need some fool-proof system here, perhaps color coding )The form is then archived with the appropriate samplers and accompanies the samplers if sent to other labs for subsequent analysis.

The system will allow for additions, such as a write-in for a last-minute attachment, join, or a visitor.  The organization will be required to use the indicated badge assignments to the fullest extent possible

A sample Record of CBIS Analysis is provided at Figure __.

. 

Author’s Note: This form and all record keeping must be on an automated database resident at the battalion/squadron level. It should be tied into the organization’s personnel reporting system and automatically updated as personnel changes (KIA/Join/Attachments, etc) occur.

Reporting Unit Code:


RECORD OF CBIS SAMPLER ANALYSIS 


-
 DATE OF LISTING: : MM/DD/YY






-
-
-
-
-



SAMPLER USE


SAMPLER TYPE: (Note sorbent material)



-ANALYZER TYPE:



DATES FROM
TO





-Calibration Date:



MM/DD/YY
MM/DD/YY

-Local Environmental Conditions When Samplers Collected:

-

-

-
-



SAMPLER ID
ASSIGNED NAME             (LAST, FIRST, INITIAL)
RANK
SSN
MOS
DETECTED ELEMENT
EXPOSURE LEVEL
CRITICAL LEVEL ELEMENTS
Suspected Exposure Location


I123456










I123457










I123458










I123459










I123460










I123461










I123462










I123463










I123464










I123465










I123466










CBIS Analyst: Last Name, First Name, MI



CHAIN OF CUSTODY
Name 1

Date
Name

3

Date


Name

2

Date
Name

4

Date

Author’s Note: Need to come up with a way to distinguish between a badge worn inside POG and one worn on the outside. Perhaps different color badge—Needs to be simple: KISS

Instructions for completing the RECORD of CBIS Sampler Analysis

If a name or social security number is changed, draw a single line through the original entry and write in the correct information 

Both the original and the corrected information MUST be legible. 

UNDER NO CIRCUMSTANCES USE A HIGHLIGHTER OR COLORED MARKER. 

Do NOT change "Sampler ID No." on the listing. 

If a name is to be removed, write "DELETE" or "D" in the COMMENTS column. Do not use any sampler you have marked as "Delete" 

If a sampler is to be reassigned, draw a single line through the original name and SSN, and write in the new name and SSN. 

If a sampler was not worn during the period, but you wish to retain the individual's name on your listing, write "NOT USED" in the COMMENTS column. 

If you have assigned samplers to visitors or temporary personnel, but do not want them permanently added to your listing, add their names and SSNs, but write "VISITOR" or "TEMPORARY" in the COMMENTS column. 

Note the "Date of Listing" in the upper right corner of each page. Changes received at higher headquarters at least 2 days prior to this date should appear on your next issue listing report. 

Sign and date the listing in the block provided. Indicate your telephone / extension number along with your e-mail address. The signed and dated report is permanently retained in the ____________ Records Repository and is a legal record of sampler assignments, together with the corresponding analysis results. 

At the end of the sampling period, ship the original signed and dated Sampler Issue Listing report, together with the exposed samplers to:

List the Service Health Labs or appropriate address here.

Samplers are processed by the service environmental health agency to confirm CB exposure, utilizing a HP 6890 analyzer to confirm the original exposure analysis.  After application of on-line quality control factors, the CB type and associated blood levels are analyzed.

Archiving the Results

Complete all entries on the Record of CBIS Sampler Analysis sheets for each sampler analyzed by the HP6890 operator. After appropriate entries are entered on the form, each sampler will be sealed, bagged and stowed in the Saf-t-Pak Infectious Substance Shipper (ISS) prior to analysis of the next sample.  Ship samplers in the same bag in which it was received from the subordinate unit NBCD section.  Wipe bags with biocide and write the sampler's unique sample number (the sampler serial number from the Record of CBIS Sampler Analysis) on the side of the bag in indelible ink.  Place the bag in a sterile sampling bag with a sheet of absorbent paper, and the operator will sign and annotate the sampler number and date across the seal at the top of the bag.  As with the first bag, the operator will sign and annotate the second bag's seal with the sampler's unique number.  Place the double-bagged samplers in a large zip-lock bag with a copy of the data sheet, ensuring a positive chain of custody is maintained and documented on the Record of CBIS Sampler Analysis form.  Ship the samplers in accordance with the instructions included in Appendix E, to the Service Laboratory for confirmatory analysis.

Individual Health Records

Results of CBIS analysis will be entered into the member’s individual health record  Where the Electronic Theater Medical Record (ETMR) and Personal Information Carrier (PIC) are in use and supportable, the exposure along with any medical treatment administered will also be entered into these databases for future reference.

Service Medical Data Bases

Results of CBIS analysis will be entered into the Service occupational health database, as well as Service medical record archives via the Theater Medical Information System, as depicted in Figures 14 and 15 below.

Composite Health Care System II

The Composite Health Care System II (CHCS II) is intended to function as the clinical data repository for TMIP's health care delivery information on deployed and in-garrison care given as part of the Service's Member Total Life Cycle computerized patient records.  This health care information will be for the total force (Active, Guard, and Reserve) individuals.

Theater Medical Information Program (TMIP)

(The following information was taken from the Joint Concept of Employment for Theater Medical Information Flow, Draft Version 1.2.  )

The Theater Medical Information Program (TMIP) is the medical pillar for Global Combat Support System (GCSS) strategic implementation.  TMIP, which supports the Force Health Protection (FHP) Program, encompasses functionalities of: health care delivery, medical logistics, medical command and control/situational awareness, patient movement (through TRANSCOM Regulating and Command and Control Evacuation System (TRAC2ES), and medical manpower, personnel, training, and resources. The purpose of the TMIP is to integrate medical information systems to ensure precise, interoperable support for rapid mobilization, deployment, sustainment, and re-deployment of all field medical services.

TMIP provides seamless, integrated, automated medical information addressing: C2 (including medical capabilities assessment/sustainability analysis and medical intelligence); medical logistics (including blood product management); patient movement; healthy and fit force (including medical threat, surveillance and health delivery); and manpower, personnel, training, and resources. TMIP will be compromised of a software segment and an infrastructure segment; both of which are compatible with Service requirements for architecture and configuration management. The Services have the responsibility for providing the infrastructure necessary to support TMIP software in accordance with TMIP provided standards and Service employment concepts.

During peacetime, all Navy, Marine, and Army operational forces will use TMIP on a day-to-day basis while in garrison.  Each Commander-in-Chief will establish a CINC Interim Theater Database (CITBD) as required, controls access to the information, and determines that information which will be excluded from entry due to operational security requirements.  The deployed Service medical element of the JTF will send data to the CITDB and their respective Service Component Headquarters as medical information is collected.  The CITDB periodically updates personnel medical records in the Clinical Data Repository (CDR), maintained within the CHCS II.  Non-clinical information, such as supply levels and other Joint Total Asset Visibility (JTAV) information will be stored in the Joint Medical Asset Repository (JMAR).  The flow of information in a peacetime environment is depicted in Figure 14, below.
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Figure 14: Peacetime Information Flow in TMIP (Source: Joint Concept of Employment for Theater Medical Information Flow, Draft Version 1.2)

During wartime or upon the establishment of a Joint Task Force, the Services populate the CITDB with appropriate medical information on forces provided to that JTF, which is stored in a secure portion of the CITDB, called the Joint Interim Theater Database.  Where the Electronic Theater Medical Record (ETMR) system is available, the medical information is concurrently entered in the ETMR and the Personal Information Carrier.  As medical treatment information is collected by the Service component medical elements, it is collected in the JITDB.  The JITBD transfers this information on a periodic basis to the Service Components and the CITDB.  The information is then transferred to the CHCSII where it is archived for the service member’s lifetime.  Figure 15 provides an overview of this information flow during operational deployments.
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Figure 15: Operational Deployment Medical Information Flow in TMIP (Source: Joint Concept of Employment for Theater Medical Information Flow, Draft Version 1.2)

Personal Information Carrier

The Personal Information Carrier, or PIC is an electronic device that stores information about the person who carries it.  It will play a significant role along the entire medical operational continuum.  In addition to instant access to accurate personal information, the PIC serves as the abridged Electronic Theater Medical Record (ETMR).  During the initial military training and pre-deployment phases of the continuum, the PIC serves as the primary repository of individual readiness data.  It contains essential personal information such as deployability status, casualty prevention training, medical history, problem list, and demographic information.  Normally, each service member will receive their PIC at their home station, prior to deployment.  National Guard and Reserve personnel will be issued their PIC in accordance with their individual Service’s policies.

The role of the PIC changes slightly at each level in the continuum.  In expeditionary environments where communications capabilities may austere or even unavailable, the PIC is the only record available to the provider.  At the Theater Hospital and rearward, the availability of communications allows ready access to the ETMR.  At these levels, the PIC serves primarily as a backup source of information.  The capability to read and write data to and from the PIC is required throughout the theater of operations.

The Personal Information Carrier (PIC) is a simple storage device, and is not a computing device.  The PIC does not have independent processing capabilities, and does not require internal power source to read, store or write data.  It is merely a rugged electronic storage medium which functions in similar fashion to a floppy disk. Standard DoD clinical applications will write data to the PIC or read data from the PIC very much as an application can read or write a data file to or from a floppy disk.  The PIC is hardware independent, has a storage capacity of 8 megabytes and is approximately 46mm long X 30mm wide X 3mm thick.  The PIC is extremely rugged, has a Mean Time Between Failure of 1 Million hours and is worn by the individual on the same chain which hold the “dog-tags” or identification tags.

The PIC stores pertinent electronic medical data about the person who carries it.  In the early implementation of PIC, personal medical data is written to the PIC device prior to deployment.  During deployment, the service member is expected to keep the device with them at all times. Once in theater, and especially in echelons 1 and 2, if the service member requires medical attention, medical personnel will use a desktop or laptop PC to access, up-date and add to the service member’s medical data stored on the PIC.  Once the service member reaches an echelon in which larger systems are available (CHCS II, PHCA, etc.), the data stored on the PIC device will be used to up-date these larger databases. 

Chapter 4: Joint Force Concepts and Procedures

Operations:  Joint Force Concepts and Procedures

Mission Analysis

This concept of operations is a general approach to the joint options available to the Joint Force Commander when required to conduct operations where the force may be confronted by a chemical or biological threat.  The concept is applicable without regard to whether such threat may be initiated by a hostile force or by an intentional or unintentional release of toxic industrial chemicals (TICs). The mission of the Chemical Biological Individual (CBIS) is to provide force health protection by evaluating the presence and/or absence of CB agents or TICs.  The CBIS system provides a non-intrusive capability to measure at the sub-clinical level of exposure to CB agents or TICs.  The CB treatments, pre-treatments, and personal protective equipment (PPE), current and future detection equipment will form an integrated CB defense system allowing the commander the opportunity to assess battlefield conditions and potentially preclude individuals from becoming combat ineffective.

Sampler Use

The CBIS System is intended to compliment the array of detectors employed at each location. Depending on the threat and meteorological conditions, it may not always be necessary for all personnel to be outfitted with samplers at all times. The CBIS system allows the commander to configure his force by selectively issuing samplers appropriate for the current threat. 

The number of individuals within each unit issued CBIS samplers will depend largely upon the size of the unit’s area of operations and the probability of exposure, or the threat. The essential consideration is that sufficient samplers are issued to ensure coverage of the entire AOR.  Organizations located at of beyond the Forward Line Of Troops (FLOT) may have a higher proportion of personnel wearing samplers than those occupying rear areas where fixed-site CB detection devices are being employed. During low threat periods, samplers may be issued on the basis of one individual per squad or team in an infantry unit, depending on the anticipated mission operational profile. At an expeditionary airfield, or air base, under the same low-level threat, flight line personnel who are most exposed to the environment may have several individuals per section wearing the sampler. The samplers may also be issued at air bases, sea port perimeters, or other fixed sites which may be targeted by adversaries or where contamination is likely to be encountered.  Where tactical considerations permit, the organizational NBCD section may conduct surveys that, combined with the health risk assessment, will help determine the optimum sampling strategy prior to employment of the system. The results of the survey will be coordinated with and approved by the organizational commander and his medical advisor.
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Tailoring the distribution of samplers is highly suited for accommodating changes in the threat between operations during daylight and periods of darkness. Since the threat of a CB attack, especially a BW attack, are less likely to occur during daylight hours, sampler analysis may be scheduled to include those issued to the most upwind units and some from downwind units. Because BW attacks are more likely during hours of darkness the number of analyses performed on samplers from the upwind and downwind sides of the perimeter should be increased. Carefully tailoring the frequency and number of samplers from each unit will provide increased CB detection capability but minimizes operator fatigue and maintenance requirements, as well as reducing the consumption of expendable materials.

Mission Cycle

Assessment of Crisis / Scenario

· Develop specified, implied, and derived tasks.

· Specified:  Conduct NBC defense.

· Implied:


· Be prepared to conduct sustained operations in areas contaminated by CB/TIC agents.

· Coordinate the NBC defense with coalition forces and the local indigenous population.

· Derived:


· Identify the supported commands and echelons.

· Develop CONOPS for employment under a variety of scenarios, missions, and conditions.

· Discuss attrition and casualty mode employment as part of the system.

· Identify forces, equipment and systems

· Identify shortfalls

· Develop, review, and implement the OPLAN.
· Step through the operational employment keyed to tasks)

· Planning (Specific collection plan, flight plan, battle plan, etc.)

· Execution (OPORD keyed to mission and phase)

· Configuration Employment

· Collection and Dissemination

· Analysis and Review

· Lessons Learned

· Retasking

· Mission Completion

· Redeployment to new theater or return to CONUS.
Rapid Displacement Procedures

Emergency equipment shut-down procedures—

Rapid preparation of equipment and personnel for cross-terrain movement.

Procedures for dealing with all samplers, both those already analyzed and those to be analyzed.  How to handle the chain of custody.

Chapter 5: Command Relationships


Command and Support Relationships within the JTF structure

When directed, the Joint Task Force Commander will establish an Interim Theater Database, which will be populated with the appropriate medical information on assigned forces by the respective Service. 

Support to Forward Deployed Commanders in Contingency and Crisis 

The CBIS system is intended to provide the supported commander with timely analysis of the 

C4I

Architecture

CBIS connectivity to the Joint Warning and Reporting Network (JWARN) and the Theater Medical Information Program (TMIP) establishes the means, through a common infrastructure architecture, for tying existing, developing, and future NBC Defense information, medical information and communication systems (software and equipment) into an interoperable federation of systems that more fully supports the Joint Force Commander. 

JWARN provides the operations commander a greater ability to avoid contamination therefore reducing the number of NBC related casualties, decontamination operations, and conserving large quantities of resources associated with decontamination operations.  The system provides the operations commander the ability to protect the force and in projecting the force, to support a more diversified battlespace.  JWARN is used in areas where it is reasonable to expect NBC weapons will be employed against friendly forces or TICs will be encountered.  The information on individual exposure provided by CBIS will be entered into JWARN to provide a complete picture of a chemical threat.  Armed with the superior situational awareness and continuous real-time Intelligence Preparation of the Battlefield, operations commanders use JWARN to provide a faster and more accurate means of disseminating NBCD information so that the individual warfighter can rapidly adapt to a changing environment. 
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Figure 16: Notional TMIP Architecture (Source: Joint Concept of Employment for Theater Medical Information Flow, Draft Version 1.2)

· Interfacing systems, 

· Networks, 

· Landline Communications

· Satellite Connectivity

· Dissemination Procedures

Protocols

Privileges

· Others?
Chapter 6: Logistics, Readiness, and Sustainment 

Maintenance Overview

Due to the complexity of selected components of the CBIS system, a combination of uniform and contractor maintenance is required.

Level 1

Organizational Level Maintenance.  First and second echelon maintenance will be performed by the designated operators.  There are no specific grade, skill, or position requirements for performance of first/second echelon maintenance.  Organizational maintenance tasks for each piece of equipment includes, but is not limited to, the following:


 (a) Commercial vehicle
 


 1  Check/change vehicle air filter.



 2  Check/top off vehicle engine oil.



 3  Inspect exterior lights and wheels.



 4  Check/replace generator air filter.
 5  Check/refill generator engine oil.
 
 6  Check for proper air conditioner air flow.


  (b) Gas Chromatograph



 1  Replace septa, run operators verification.



 2  Inspect liner and column nuts.



 3  Replace O-rings and glass liners.



 4  Clean inlet vent line trap.



 5  Perform hydrogen leak check.


  (c) Mass Spectrometer



 1  Check foreline pump fluid level.



 2  Check the calibration vial.



 3  Tune the MS.


  (d) Desorption Unit and Tube Conditioner



 1  Replace ferrules.



 2  Replace fuses.


  (e) Hydrogen Generator



 1  Refill distilled, deionized water.



 2  Replace desiccant cartridge.



 3  Clean fan filter.



 4  Replace deionizer bag.



 5  Replace fuses as needed.


  (f) Nitrogen Generator
1  Replace compressor air intake filter.



2  Replace compressed air filter element.
3 Replace high capacity exhaust element.

Level 2

Intermediate level support will be performed as dictated by Service regulations.

Level 3

Depot level support will be provided by the Contractor.  The Contractor will provide scheduled annual on-site maintenance for all parts of the Mobile GC/MS System.  
Calibration 

There are three gas pressure gauges throughout the Mobile GC/MS System system.  The nitrogen generator has one gauge for air tank pressure and one gauge for nitrogen tank pressure.  The hydrogen generator has a hydrogen outlet pressure gauge.  All three gauges relate to important safety considerations and therefore require calibration.  Calibration will be performed annually.  Due to the difficulty in removing these gauges for calibration, these gauges will be calibrated by the Contractor, who shall also provide Certificates of Calibration detailing calibration test results.  Certificates of Calibration must be maintained by the operator for inspection purposes.  In addition to gauge calibration, the Gas Chromatograph and Mass Spectrometer also requires calibration to verify sensitivity.  The Contractor will perform this operation during annual servicing. 

Contractor Support Requirements  
The basic maintenance and training information will come from the TM office. 

Transportation

Need to address mount-out requirements: packing/embarkation/transit/hazmat considerations for transport on aircraft, etc.

The Mobile GC/MS System is capable of being transported by air, rail, sea, and road.  There are no special limitations for transport of the Mobile GC/MS System beyond those applicable to all vehicles.  As with any sensitive equipment, care must be exercised during all packing, shipping, and unpacking procedures.  When possible, consideration should be given to minimizing required moves of the analysis equipment.

Other Logistics Support Considerations

Technical Manuals

The manuals that accompany the equipment will serve as user operator manuals.  The commercial manual will be stocked in the individual service publication stockpoints until the technical manuals are generated

Consumables  

During preparation for deployments projected to be in excess of 30 days, the following consumables will be included:
Item
Unit of Issue
Quantity

Vehicle-Mounted



Engine Oil Filter
Each
5

Engine Air Filter
Each
5

Generator Oil Filter
Each
5

Generator Air Filter
Each
20

Gas Chromatograph



Capillary Column Nut 
Each
20

Silanized Glass Wool
Each
20

Glass Press Fit Trial Kit
Each
20

HP5-MS Capillary Column
Each
80

HP-1701 Capillary Column
Each
80

Mass Spectrometer



Ferrule (10 each)
Pkg.
10

Vespel Ferrule Nut
Each
40

GC/MS Checkout Standard
Each
10

Computer Module



Color Print Cartridge
Each
20

Black Print Cartridge
Each
20

Inkjet Printer Paper
Case
10

Multi-tube Thermal Desorption Unit



30” Heated Transfer Line, ACEM
Each
10

Desorb tubes (100 each)
Pkg
450

Pipettes(1000 each)
Pkg
45

1/16" 0.4mm Hole Vespel Ferrule (5 each)
Pkg.
20

1/4" 6mm Vespel Ferrule (100 each)
Pkg.
10

1/16A, 250V Slow-Blow Fuse
Each
10

1/16A, 250V Fast-Blow Fuse
Each
10

3A, 250V Rectifier Fuse
Each
10

5A, 250V Rectifier Fuse
Each
10

10A, 250V Rectifier Fuse
Each
10

Miscellaneous

Autosampler Vial

Filter

40ml bottle

22ml bottle





Tube Conditioner



Septum, 9.5 mm
Each
5000

Nitrogen Generator



Compressor Air Intake Filter (10 each)
Pkg.
10

Compressed Air Filter Element 
Each
10

High Capacity Exhaust Element
Each
10

Compressor Service Kit
Each
10

Hydrogen Generator



Desiccant Cartridge 
Each
20

Deionizer Bag (2 each)
Pkg.
20

Destilled, Deionized Water
Gal.
25

The following equipment will be deployed as spares:


Item
Unit of Issue
Quantity

Multi-tube Thermal Desorption Unit



Swing Arm Thumb Wheel
Each
100

Hastelloy Butt Connector
Each
100

Hydrogen Generator



5 Amp Fuse
Each
10

Support Equipment


Special Tools.  Special tools required for the proper operation of the Mobile GC/MS System will be provided with the system.

(2) Common Tools.  Common #1 Tool Kit





(3) Special Purpose Test Equipment.  None

(4) General Purpose Test Equipment.  None

(5) Application Program Sets and Test Program Sets.  None

(6) Other Support Equipment.  None
Sustainment in the Field

Any special considerations for maintenance in a tactical field setting.

· Part of a deployed force?

· Pre-positioned?

· Rapid deployment package?

· Pack-up Kits?

Chapter 7: Training, Safety, and Environment 
Personnel and Training (Joint Perspective)

Personnel

Selected personnel assigned to the organization’s NBCD section and medical section will be trained on the operation and maintenance of the CBIS system.  
Training

The CBIS sampler is intentionally simple in design and application, however in order to achieve maximum effectiveness with the force, certain instruction is required.  

The desorber and analyzer equipment of the CBIS system are sophisticated components, and require significant training to reach and maintain an adequate level of proficiency.  There is an initial, introductory course that provides the operator with the basic skills required to operate and provide first echelon maintenance on the equipment.  Subsequent managed on-the-job-training is required to maintain adequate skill levels.

Institutional (Formal) Training

All Personnel:  Formal training required for all military members who may be required to wear the sampler will be conducted during entry-level training and will include information relative to the purpose for wearing the sampler and the intended use of all data generated by the CBIS system.  This basic instruction will be reinforced annually, in conjunction with general military subject training.
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The present entry-level training for a NBCD Specialist consists of a ten week curriculum as outlined in Appendix D.  An additional 80-hours of instruction on the Mobilab has been developed by the support contractor to provide familiarization with the operation and maintenance of the analytical system components provided with the CBIS. 

Training objectives must enable an individual/unit to:

· Perpare equipment for embarkation for deployment.

· Conduct set up and prepare all equipment to conduct analysis.

· Supervise issue and recovery of CBIS samplers, ensuring proper identity and chain of custody are maintained.

· Upon noticing a sampler indication of the presence of a CB threat, determine, identify, warn, and take proper defensive actions against CB hazards and attacks as prescribed in unit SOPs.

· Conduct analysis of an unknown substance, and identify the threat level of concentration.

· Withstand enemy NBC attack with minimum interference to the assigned mission.

· Perform the assigned mission(s) while the unit is in various levels of MOPP.

· Decontaminate personnel and equipment.

· Use the NBC hazard prediction system to predict downwind hazards resulting from an NBC-related attack.

· Apply proper protection procedures before, during, and after an enemy NBC attack.

· Submit NBC 1, NBC 3, and NBC 4 reports promptly and properly.

· Maintain CBIS detection equipment.
Skill Sustainment Training

The minimum level of skill sustainment training involves four hours of training each week.  The recommended curriculum includes:

LIST IT HERE

Recommended Managed On-The-Job Training (MOJT)

Although it is possible to become familiar with the basics of CBIS operations through lectures, films, and demonstrations, the best learning tool is practical exercise. Each operator must be provided with as many firsthand experiences with the CBIS as possible. Operators should perform actual protective measures, not merely be exposed to procedural information.
· Joint training modules for exercise series

· Staff training (war colleges, seminars)

· Manuals

.  Technical Publications.  The manuals that accompany the equipment will serve as user operator manuals.  The commercial manual will be stocked in the Service publication stock point and distributed in accordance with individual Service requirements.  
 [The operational sponsor will not assess the utility of technologies that have not been placed in the hands of the designated users during the demonstration phase.] 

Safety

All components of the CBIS are capable of safe operations in all weather and environmental conditions without threat to the operator or other personnel.  The CBIS safety policy requires that safety hazards are identified and risk assessments performed and solutions identified to resolve high risk safety issues.  Safety procedures will be performed in accordance with the organizational Standing Operating Procedures.  Universal precautions should be utilized by personnel involved in collecting, transporting, packaging or handling samplers in all situations other than in a controlled training environment where samplers are known to be benign. 

Environmental Issues

Disposal of Contaminated Articles.  Disposal procedures and costs will vary dependent upon the location of the organization.  Generally, disposal procedures will be in accordance with local, state, federal, and host nation laws and regulations.
Decontamination.  Decontamination procedures for chemical and biological warfare agents will be in accordance with Field Manual (FM) 3-5, NBC Decontamination; and for industrial type contaminants in accordance with 29 Code of Federal Regulations (29 CFR).  Decontaminants used will vary with the level and type of contamination, however, decontaminates will be controlled and disposed of in accordance with these regulations.
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Appendix B: Acronyms


ACE ....................................................... aviation combat element

AFJMAN .................................................. Air Force joint manual

ATP....................................................... allied tactical publication

BAS................................................................ battalion aid station

BRM...................................................... bioregulators/modulators

CBIRF...................Chemical/Biological Incident Response Force

CN................................................................. chloroacetophenone

CNS........................................................... central nervous system

COC ...................................................... combat operations center

CR.......................................................dibenz-(b,f)-1,4-oxazepine

CRTS.................................. casualty receiving and treatment ship

CS.......................................... O-chlorobenzylidene malononitrile

CSS ......................................................... combat service support

CSSE...........................................combat service support element

e.g. ............................................................................. for example

EPW.......................................................... enemy prisoner of war

FM........................................................... U.S. Army field manual

FMFM................................................ Fleet Marine Force manual

FSCC........................................... fire support coordination center

FSSG..................................................force service support group

GCE .........................................................ground combat element

H&S ....................................................... headquarters and service

HSS ............................................................ health service support

i.e.,........................................................................................ that is

IPB ............ intelligence preparation of the battlespace/battlefield

ITS .................................................... individual training standard

JINTACCS.....Joint Interoperability Tactical Command and Control Systems

LSD.................................................. d-lysergic acid diethylamide

MAG........................................................... Marine aircraft group

MAGTF .......................................... Marine air-ground task force

MAW............................................................ Marine aircraft wing

MCIA.................................... Marine Corps Intelligence Activity

MCO .............................................................. Marine Corps order

MCWP .............................. Marine Corps warfighting publication

METT-T.... mission, enemy, terrain and weather, troops and support available-time available

MEU.....................................................Marine Expeditionary Unit

MOPP.................................... mission-oriented protective posture

MOS............................................. military occupational specialty

MWSS.......................................... Marine wing support squadron

NAPP ............................nerve agent pyridostigmine pretreatment

NAVMED ............................................................... naval medical

NBC ..........................................nuclear, biological, and chemical

NBCD ................... nuclear, biological, and chemical detachment

NBC ESU................................. NBC equipment surveillance unit

NEHC....................................Naval Environmental Health Center

NCO...................................................... noncommissioned officer

OPCON........................................................... operational control

PETN ....................................................pentaerythritoltetranitrate

POW.....................................................................prisoners of war

QSTAG .......................... quadripartite standardization agreement

SOP ............................................... standing operating procedures

STANAG............................................. standardization agreement

TAMCN ................... table of authorized material control number

TRAP .......................... tactical recovery of aircraft and personnel

T/E ...................................................................table of equipment

T/O ................................................................table of organization

U.S. .......................................................................... United States

WMD................................................ weapon of mass destruction

Appendix C: Definitions and Terms


(These will be alphabetized once the list is completed)

Acute Effect  Adverse effect on a human or animal that has severe symptoms developing rapidly and coming quickly to a crisis. 

Air Collection Volume (in Liters)  The recommended volume of air in Liters (L) to be collected for each sample.  The value is based on the reference method.  In most cases a range for minimum and maximum accepted volumes are given.

Analyte  The element or compound an analyst seeks to determine or measure; the compound of interest.

Batch  A group of samples prepared at the same time in the same location using the same method.

Chain-of-custody (COC)  Legal documentation of the possession and handling of a sample from the time of collection until final disposition.

Collection Media  The filter, solid sorbent, tube, or liquid specified for sampling.  

Combat Power  The total means of destructive and/or disruptive force that a military unit or

formation can apply against an opponent at a given time; a combination of the effects of

maneuver, firepower, protection, and leadership

Controls   Actions taken to eliminate hazards or reduce
Duplicate samples  Samples collected simultaneously from the same source, under identical conditions, into separate containers.  They are analyzed independently.

Field blanks  Quality control samples introduced into the sampling process to detect contamination that can occur during shipping and storage.  Field blanks are required for every type of collection media.  They must always be from the same lot number as the sample tubes, filters, or monitors used for sampling.  If more than one lot numbers is used for sampling, then blanks from each lot number are required.  Field blanks are created exactly like normal samples except they are only opened briefly in the field and they do not have air pumped through them.

Hazardous material  Any substance having the potential to cause a physical or health hazard.  This is based on its potential for burning, exploding, or otherwise causing an injury to workers or the likelihood that exposure will result in acute or chronic health effects among employees.

Matrix  The predominant material of which the sample to be analyzed is composed.  Matrix is not synonymous with phase (liquid or solid).
HD.  (Blister Agent) This agent produces casualties by its action on the eyes, skin, and respiratory tract.  HD is employed principally to circumvent the protection afforded by the mask.  It is used primarily in temperate and hot climates.

BZ  (Incapacitating Agent) This agent temporarily incapacitates personnel.  BZ is used in surprise attack against unprotected troops.  It functions as a slow-acting, incapacitating aerosol having a nonpersistent effect.  BZ enters the body by inhalation of the aerosol and interferes with mental processes that control bodily functions.  Normally, complete recovery occurs.

Chronic Effect . An adverse effect on a human or animal body, with symptoms that develop slowly over a long period of time or that recur frequently. Also see Acute

CS  (Riot Control Agent)  This agent instantly irritates the eyes, nose, and throat.  CS is the most effective of the riot control agents, even in extremely low concentrations.  Its effects on the eyes and respiratory system continue for 5 to 10 minutes after exposure to fresh air.  During that time, most personnel are incapable of effective action.  CS that is inhaled before masking or that is trapped in the mask while it is being put on gives the impression that the mask is leaking.  This impression, coupled with such effects as chest tightness, nausea, and a burning sensation of the eyes, may cause poorly trained troops to remove their masks, thereby exposing themselves to additional concentrations of FS or of any other agent used in conjunction with CS.

CN  (Riot Control Agent)  This agent quickly irritates the upper respiratory passages and eyes, causing an intense flow of tears from unmasked personnel within seconds of exposure.  As a secondary effect, in high concentrations CN is irritating to the skin and can cause a burning, itching sensation, especially on moist parts of the body.  Some individuals experience nausea following exposure.  CN is dispersed as a thermally or explosively generated aerosol, or as a solution in chloroform (CNC).

Health Hazard  A chemical for which there is significant evidence, based on at least one study conducted in accordance with established scientific principles, that acute or chronic health effects may occur in exposed employees. The term "health hazard" includes chemicals that are carcinogens, toxic or highly toxic agents, reproductive toxins, irritants, corrosives, sensitizers, hepatotoxins, nephrotoxins, neurotoxins, agents that act on the hematopoietic system, and agents that damage the lungs, skin, eyes, or mucous membranes. 

Highly Toxic  A chemical in any of the following categories:  A chemical with a median lethal dose (LD50) of 50 milligrams or less per kilogram of body weight when administered orally to albino rates weighing between 200 and 300 grams each.

Irritant   A chemical, which is not corrosive, that causes a reversible inflammatory effect on living tissue by chemical action at the site of contact. A chemical is a skin irritant if, when tested on the intact skin of albino rabbits by the methods of 16 CFR 1500 41 for 4 hours exposure or by other appropriate techniques, it results in an empirical score of 5 or more. A chemical is an eye irritant if so determined under the procedure listed in 16 CFR 1500.42 or other appropriate techniques.

Nerve Agents -- These agents disrupt normal functioning of the central nervous system. They are colorless, tasteless, and odorless. Sarin is delivered as an aerosol and evaporates rather rapidly. Inhalation of 100 milligrams is lethal. VX is a persistent agent (effective for days or weeks depending upon climactic conditions) Absorbed through the skin, 5- 10 milligrams are lethal. Exposure to nerve agents results in nausea, diarrhea, pulmonary edema, and convulsions leading to death by respiratory arrest in within one to fifteen minutes, depending on the concentration

"Mustard Gas" -- "Mustard gas" is actually an oily brownish liquid with a smell similar to garlic. It is a vesicant or blister agent. It is generally severely incapacitating rather than lethal, though intense or prolonged exposure can lead to fatal pulmonary edema. An incapacitating dose is about 200 milligrams, and 1,500 milligrams inhaled is sufficient to kill. Mustard gas damages any tissue it contacts, causing extensive and large blisters which last several weeks. Permanent damage to the lungs and eyes can result.

"Agent-15" -- The British government recently asserted that Iraq developed large stocks of an incapacitant gas dubbed "Agent- 15". It is apparently a glycollate similar in effect to the agent BZ, an incapacitant once produced by the United States. If this is correct, exposure to about 100 milligrams in aerosolized form would be sufficient to incapacitate. Symptoms, which begin within 30 minutes of exposure and may last several days, include dizziness, vomiting, confusion, stupor, hallucinations, and irrational behavior. The U.S. Army considered BZ to be too unpredictable in its effectiveness to be useful on the battlefield, and all U.S. stocks were destroyed.

Anthrax -- Anthrax is a disease caused by the bacillus Anthracis. Infection can result from inhalation, ingestion, or absorption through the skin. Most effectively dispersed as an aerosol, anthrax spores decay in a matter of days in sunlight, but can contaminate soil for decades. 10,000 to 20,000 spores is a lethal dose -- "something smaller than a speck of dust," according to a DOD biological warfare expert.(2) Symptom onset occurs 3-4 days after exposure, and initially resembles that of a common cold. Symptoms do not become identifiable as anthrax until the fatal phase of the disease, when vomiting, severe head and joint aches, and respiratory distress lead to death within

1-3 days. Vaccines are available against some forms of anthrax, but their efficacy against abnormally high concentrations of the bacteria is uncertain. Antibiotic treatment can be effective, but only if administered prior to the onset of symptoms, otherwise the fatalityrate can exceed 90%.

Aflatoxin -- Aflatoxins are toxins produced by the aspergillus flavis and aspergillus parasiticus fungi. They occur naturally on moldy grains and foodstuffs. The toxic dosage for humans has not been determined, but one type is considered a potent cause of liver cancer.

Botulinum Toxin -- Botulinum, produced by the clostridium botulinum bacteria, causes the food-poisoning "botulism". In pure form, it is a white crystalline substance, that is readily dissolvable in water, but decays rapidly in the open air. The symptoms of botulism begin 12-72

hours after exposure depending upon whether it is inhaled or ingested. Symptoms include nausea, diarrhea, paralysis of the throat, and convulsions, followed by death due to respiratory arrest. Vaccines are available, but again, their efficacy against abnormally high toxin dosages is uncertain. Early diagnosis and palliative treatment can prevent fatality.

Clostridium Perfringens -- Clostridium Perfringens is a widespread bacterium which causes gas gangrene if allowed to grow in wounds or damaged tissue, The bacteria produce gases that cause intense swelling and toxins that kill muscle tissue. If not treated the bacteria enter the bloodstream causing fatal systemic illness. Early antibiotic treatment is effective, if undertaken before significant amounts of toxins have accumulated in the body.

Force Medical Protection - A unified strategy that protects service members from all health and environmental hazards associated with military service.  It is a cradle-to-grave continuum consisting of protection, monitoring, and management.

Full Spectrum Dominance - The ability to integrate the emerging concepts of Dominant Maneuver, Precision Engagement, Focused Logistics, and Full-Dimensional Protection to dominate the full range of military operations from humanitarian assistance through peace operations, up to and into the highest intensity conflict.

Medical Surveillance.    The regular or repeated collection, analysis, and dissemination of uniform health information for monitoring the health of a population, and intervening in a timely manner when necessary.  It is defined by the Centers for Disease Control and Prevention as the ongoing, systematic collection, analysis, and interpretation of health data essential to the planning,

implementation, and evaluation of public health practice, closely integrated with the timely dissemination of these data to those who need to know.  The final link of a military medical surveillance system is the application of these data to military training, plans and operations

to prepare and implement early intervention and control strategies.  A surveillance system includes a functional capacity for data collection, analysis and dissemination of information linked to military preventive medicine support of operational commanders.
Miosis  Contraction of the pupil (pin-pointed pupil).

Monocytosis  Excessive number of monocytes (a type of white blood cell) in the blood.

Mucosa  Mucous membrane; membrane lining bodily channels that communicate with air (i.e., mouth and respiratory tract); glands of mucous membranes secrete mucous.

Mydriasis  Dilation of the pupil.

MOPP Zero   Servicemembers carry the protective mask with their loadbearing equipment, having

the MOPP gear readily available (that is, within the work area, vehicle, fighting position, or the like).  MOPP zero is appropriate when the enemy has an NBC employment capability but chemical warfare has not begun or when troops are first deployed outside the theater of operation.  MOPP zero allows the individual to be free of the burden of wearing the overgarment and mask and yet have them readily available when needed.  The battledress overgarment should remain sealed in the vapor-barrier bag until needed.  

MOPP-1.   In MOPP-I, the service members wear the battledress overgarment.  In hot weather, they can wear it directly over their underwear and may leave the jacket open for ventilation, but they must keep the trousers closed.  They attach chemical-detection paper to the overgarment and

wear the protective helmet cover.   In MOPP-1, the reaction time needed to adopt MOPP-4 protection against an attack is cut in half-from 8 minutes to 4.

MOPP-2. Chemical-protective overboots are added in MOPP-2.  The overboots take about 3 to 4 minutes to put on, so, once troops are in MOPP-2, they can go to the higher MOPP levels in a matter of seconds.  In hot weather, service members can leave the overgarment jacket open for ventilation but must keep the trousers closed.

MOPP-3  Service members wear the protective mask and hood in MOPP-3, making protection almost complete, but interference with work becomes significant.  The mask and hood restrict vision; heat stress becomes a major factor; and a greater risk of heat exhaustion exists.  In hot weather, individuals may open !he overgarment jacket and roll the protective-mask hood for ventilation but must leave their trousers closed.

MOPP-4  At MOPP-4, all service members protect their hands with a pair of NBC rubber gloves with cotton liners.  They close the overgarment and pull down and adjust the hood, making protection complete.  MOPP4 has the most negative impact on individual efficiency and

effectiveness.

Mask Only  As the name implies, this command requires the warfighter to don the protective mask. This command is given when: (1) riot control agents are being utilized and there is no CB threat; and (2) in a downwind vapor hazard of a nonpersistent chemical agent.

Biological Agent (BA). The NATO definition of a biological agent is: a

microorganism (or a toxin derived from it) which causes disease in man, plants or

animals or which causes the deterioration of material.

Biological Defense (BD). Biological defense comprises the methods, plans and

procedures involved in establishing and executing defensive measures against

biological attack. (Procedures, equipment and training would be encompassed in this

definition.)

Biological Warfare (BW). Biological warfare is the employment of biological agents

to produce casualties in man or animals and damage to plants or material. The

NATO definition then continues, to include, “or defense against such employment.”

Biological Weapon. A biological weapon is an item of material which projects,

disperses, or disseminates a biological agent; including arthropod vectors.

Toxin. A poisonous substance produced or derived from living plants, animals, or

microorganisms; some toxins may also be produced or altered by chemical means.

Compared with microorganisms, toxins have a relatively simple biochemical

composition and are not able to reproduce themselves. In many aspects, they are

comparable to chemical agents.

NBC 1: Observer’s Initial Report. This report is used by the observing unit to give

initial and follow-up data about an NBC attack. It is sent by platoons and companies to battalion

headquarters, or by designated observers in the case of NBC 1 to division NBC centers (NBCC). Key leaders and NBC specialists in all units must be completely familiar with the NBC 1 report and the information it contains. Battalion and higher elements must consolidate reports and decide which NBC 1 to forward. The NBC 1 report following the first use of NBC weapons is sent with a FLASH precedence. Subsequent reports are sent with an IMMEDIATE precedence. Only observers designated by the division NBCC send NBC 1 (nuclear) reports. Nuclear attacks can be observed from great distances, Therefore, those units most capable of making accurate measurements are designated as observers.

NBC 2: Evaluated Data Report. This report is based on two or more NBC 1 reports.

It is used to pass evaluated data to units. Division is usually the lowest level to prepare an NBC 2

report. However, a brigade or battalion might do so, especially during independent operations.

NBC 3: Warning of Predicted Contamination Report. The NBCC uses NBC 1

reports and wind information to predict downwind hazard areas. This is disseminated as an

NBC 3 report. Each unit evaluates the NBC 3 report, determines which of its subordinate units may

be affected, and disseminates the report as required. This report warns the commander when the

affected unit may be within a downwind hazard area so the unit may take protective measures.

NBC 4: Monitoring and Survey Report. When a unit detects NBC hazards through

monitoring, survey, or reconnaissance, this information is reported as NBC 4 reports from various units and plotted on the NBCC situation map to show where hazards exist. These reports are prepared and submitted by company-level organizations.

NBC 5: Actual Contaminated Areas Report. Once the NBC 4 reports are posted

on the situation map, an NBC 5 report is prepared showing the contaminated area. The NBC 5 report is usually prepared by the division. The preferred method of dissemination is by map overlay.

NBC 6: Detailed Information on Chemical /Biological Attack Report. This report,

summarizing information concerning a chemical or biological attack, is prepared at the battalion. It is submitted to higher headquarters only when requested. If desired, it can be sent from higher to lower for information purposes.

Narcosis  Stupor or deep unconsciousness; can be caused by exposure to a number of chemicals. Differs from anesthesia which refers to the loss of sensation (e.g., pain) or touch and can be local or general.

Nephritis  Inflammation of the kidney.

Pallor  Paleness of the skin.
Permissible Exposure Limits (PEL). PEL Permissible Exposure Limit is an occupational exposure limit established by OSHA 's regulatory authority. It may be a time-weighted average (TWA ) limit or a maximum concentration exposure limit. 

Physical Hazard  Means a chemical for which there is scientifically valid evidence that it is a combustible liquid, a compressed gas, explosive, flammable, an organic peroxide, an oxidizer, pyrophoric, unstable (reactive) or water-reactive. 

Prostration  Marked loss of strength; exhaustion.

Pulmonary Edema  Buildup of fluid in the lung.
ppm  Parts per million is the concentration of a gas or vapor in air - parts (by volume) of the gas or vapor in a million parts of air; also the concentration of a particulate in a liquid or solid. 

Recommended Exposure Limits (REL). The NIOSH REL (Recommended Exposure Limit) is the highest allowable airborne concentration which is not expected to injure the workers. It may be expressed as a ceiling limit or as a time-weighted average (TWA ). 

Threshold Limit Value-Short-Term Exposure Limit (TLV-STEL)  The concentration to which workers can be exposed continuously for a short period of time without suffering from 1) Irritation, 2) Chronic or irreversible tissue damage, or 3) Narcosis of sufficient degree to increase the likelihood of accidental injury, impair self-rescue, or materially reduce work efficiency, and provided that the daily TLV-TWA is not exceeded.

It is not a separate independent exposure limit; rather, it supplements the TWA limit where there are recognized acute effects from a substance whose toxic effects are primarily from a chronic nature.  STELs are recommended only where toxic effects have been reported from high short-term exposures in either humans or animals.

A STEL is defined as a 15-minute TWA exposure which should not be exceeded at any time during a workday even if the 8-hour TWA is within the TLV-TWA.  Exposure above the TLV-TWA up to the STEL should not be longer than 15 minutes and should not occur more than four times per day.  There should be at least 60 minutes between successive exposure in this range.  An averaging period other than 15 minutes may be recommended when this is warranted by observed biological effects.

Threshold Limit Value-Time-Weighted Average (TLV-TWA)  The time-weighted average concentration for a conventional 8-hour workday and a 40-hour workweek, to which nearly all workers may be repeatedly exposed, day after day, without adverse effect.

Time –Weighted Average (TWA)  Time-Weighted Average exposure is the safe, acceptable airborne concentration of a material to which a person can be exposed, averaged over the total exposure time - generally the total workday (8 to 12 hours).
Vertigo  Dizziness; sense of spinning.
Vesiculation  Formation of a small blister-like small elevation on the skin containing serous fluid.
VX   (Nerve Agent ) This agent acts on the nerve systems of man, interferes with breathing, and causes convulsions, paralysis, and death.  VX will circumvent the protection afforded by the mask.  This agent enters the body primarily by absorption of liquid droplets through the skin, causing delayed casualties.

Appendix D: Training Curriculum


Present NBCD Specialist Entry-Level Curriculum

(TBI)

80-Hour- Contractor-Provided Operator Training
DAY 1

0800-0815

Course and Instructors Introduction

0815-0930

Characteristics and Components lesson (01)

0940-1040

GC/MS/FPD Theory of Operation (02)

1050-1150

GC/MS/FPD Theory of Operation (02) continued

1150-1200

Lunch

1200-1300

GC/MS/FPD Theory of Operation (02) continued

1310-1330

GC/MS/FPD test

1340-1350

Review of test

1350-1440

Operate the MOBILAB (03)

1450-1550

Operate the MOBILAB (03) (Practical Application 01)

1600-1645

Operate the MOBILAB (03) (Practical Application 01) Rotate 

1645-1700

Review

DAY 2

0800-0830

Review of Day 1

0830-0840

Break and move class to the MOBILAB

0840-0900

Review (Practical Application 01)

0900-0940

Operate the MOBILAB (03) (Practical Application 02)

0950-1050

Operate the MOBILAB (03)  

1100-1200

Operate the MOBILAB (03) (Practical Application 03)

1200-1300

Lunch

1300-1400

Operate the MOBILAB (03) (Practical Application 03) Rotate

1410-1510 

Operate the MOBILAB (03) (Practical Application 04)

1520-1620

Operate the MOBILAB (03) (Practical Application 04 and 05) 

1630-1700

Review 

DAY 3

0800-0830

Review of Day 2

0830-0920

Acquisition Report (04) 

0930-1030

Acquisition Report (04) 

1040-1200

Acquisition Report (04) (Practical Application 05)

1200-1300

Lunch

1300-1400

Acquisition Report (04) (Practical Application 05)

1410-1510

Acquisition Report (04) (Practical Application 06)

1520-1620

Acquisition Report (04) (Practical Application 06)

1630-1700

Review 

DAY 4

0800-0830

Review of Day 3 and break into Group 1 and Group 2

0830-1200

Practical exam Group 1

0830-1200

Sample Preparation (05)

1200-1300

Lunch

1300-1630

Practical exam Group 2

1300-1630

Sample Preparation (05)

1630-1700

Review

DAY 5

0800-0830

Review of Day 4

0830-0900

Maintenance Operations

0910-1010

Maintenance Operations

1020-1120

Maintenance Operations

1130-1230

Maintenance Operations

1230-1330

Lunch

1330-1430

Maintenance Operations

1440-1540

Maintenance Operations
1550-1630

Maintenance Operations

1630-1700

Recovery and review

Appendix E: SAMPLER DOCUMENTATION, PACKAGING AND SHIPPING

Samples will NOT be rendered biologically inactive prior to shipment unless a directive to the contrary is issued by the receiving lab.

Supporting laboratories may want to have samplers packed in dry ice for shipment (to preserve viability of microorganisms). The decision of whether to pack samplers in dry ice, or to send them at ambient temperatures, will be made in coordination with the supporting laboratory(s) before sampling missions start.

Complete history of samplers: Specific information is required to be maintained with each sample.

· Photographic data: This should include pictures of the area where the sampling is being accomplished if possible and tactically feasible, the delivery system if possible, and any other photos that would facilitate a history of the sampling process.

· Record of CBIS Sampler Analysis sheets: Higher Headquarters will distribute these sheets to be maintained at each site medical location.

· Complete all entries on the Record of CBIS Sampler Analysis sheets for each sampler analyzed by the HP6890 operator.  The Preventative Medicine Technician (PMT) will then transcribe the information provided by the operator to the Record of CBIS Sampler Analysis form. The dates on the form must be in the following format: four-digit year, two-digit month, and two-digit day. If month or day is single digit, place zero in left box of that entry.  The PMT must verify that the information on the label and Record of CBIS Sampler Analysis match. The PMT shall sign and date the Record of CBIS Sampler Analysis form(s) when collection of all samples is completed.

·  After appropriate entries are made on the form, each sampler will be sealed, bagged and stowed in the Saf-t-Pak Infectious Substance Shipper (ISS) prior to analysis of the next sample.  Ship samplers in the same bag in which it was received from the subordinate unit medical section. Wipe bags with biocide and write the sampler's unique sample number (the sampler serial number from the Record of CBIS Sampler Analysis) on the side of the bag in indelible ink. Place the bag in a sterile sampling bag with a sheet of absorbent paper, and the operator will sign and annotate the sampler number and date across the seal at the top of the bag. As with the first bag, the operator will sign and annotate the second bag's seal with the sampler's unique number. Place the double-bagged samplers in a large zip-lock bag with a copy of the data sheet.

· Tamper-resistant tape is required on all samples collected. PMTs  should procure tamper-resistant tape via procedures and ordering information outlined in paragraph 2a(6) of this enclosure. Tape of the same width and length as above may be substituted.  In any event, failure to use tamper-resistant tape does not invalidate CBIS analysis results provided proper chain of custody has been maintained throughout the process.

· Should a member be unable to provide a sampler during the command's prescribed collection period due to loss or destruction , the member shall be examined by a military medical authority at the first practical time to investigate the possibility exposure.  Where exposures above the significant levels are suspected, the examination should be completed the same day of the collection and documented in the member's medical record. 

Preparation for Shipment. The PMT shall prepare samples for shipment as follows:

Ship CBIS samplers in the Saf-t-Pak Infectious Substance Shipper (ISS)  shipping container. The PMT shall pack samplers for shipment as follows:

The sampler number assigned at the shipping location becomes the sampler's permanent reference number.

Secure sample shippers whenever they contain samplers. If the Sat-T-Case shipper is used, the designated person to be responsible for the samplers will retain the keys to the lock(s). When suspect CBW agents are shipped, use the Saf-T-Case and fit each case with a tamper proof tag prior to shipment. Remove padlocks from unescorted shipments—use only tamper proof tags.

The top original Record of CBIS Sampler Analysis sheet will accompany each shipment of samplers. The sheet provides information about the samplers' origin, local environmental conditions when the sample was drawn, and who had custody of the samplers.

Samplers containing suspect BW agent will be shipped in separate shipping containers clearly marked with the universal biohazard symbol along with its Record of CBIS Sampler Analysis form. 

Packaging the shipping container. 

Shipping and Packaging Criteria: Pack shipments regardless of destination in Saf-TPak shipping containers, or other authorized similar containers.

In addition, mark packages containing infectious substances with the universal biohazard symbol.

Usually, the CDC will issue required shipping labels with approved permits that contain the universal biohazard symbol, the address of the permitted importer (i.e., the laboratory performing the analyses and to whom the samplers are being sent), the permit number and expiration date. The importer (i.e. the lab) must send the labels and two copies of the permit to the supported site.

Medical personnel will ensure the label is affixed to the shipping container and a copy of the permit is attached to the package.

Masking: The use of the chemical/biological protective mask promotes individual protection in a chemical/biological agent-rich environment. The protective mask, if worn and fitted properly, is effective against pathogens and toxin/bioregulator aerosols, and most chemicals. Most biological warfare agents do not present a percutaneous hazard when delivered in militarily significant quantities.

Protective Clothing: Personnel removing samplers will wear at a minimum respiratory protection and surgical gloves. Personnel may choose to wear surgical gowns, wet weather gear or chemical protective outer garments when pulling suspect CB samples. This will provide additional protection in the unlikely event of a spill while removing samplers.

Surgical gloves should be disposed of as contaminated chemical or biological waste, as appropriate. Butyl rubber chemical protective gloves may be decontaminated (e.g., using a chlorine solution like household bleach), and reused. Surgical gowns may be placed in autoclave bags and sterilized by medical personnel, or disposed of as contaminated waste. Respirators will be decontaminated IAW technical guidance. 

Immunizations: The DoD does not currently possess sufficient quantities of vaccines to protect the force from all suspected BW agents. When suitable vaccines are available to protect against a validated BW threat, it is DoD policy (DoDD 6205.3) that personnel should be immunized with sufficient time to develop immunity before deployment to high threat areas.

Lacking suitable vaccine, force structure estimates for high-threat operations would have to include replacements since BW agent casualties would require extensive medical management.

Antibiotic treatments (e.g., ciprofloxacin) may be effective for treating disease from BW bacterial agents. However, some BW bacterial agents may be antibiotic resistant and some bacteria are more sensitive to some antibiotics than others-and in some cases antibiotic therapy will not be effective. Importantly, antibiotics are not effective for treatment of BW casualties resulting from exposure to either BW virus or toxin agents. For virus and toxic agents like cytotoxins casualties, frequently only supportive, symptomatic care can be provided, and this is usually not very effective. Immunotherapy, in the form of Botulinum antitoxin, is available to treat botulism.

Decontamination: Decontamination for biological agents after an attack is less critical than it is after a chemical attack. Typically, respirable aerosol will leave less residual on clothing and environmental objects than would particles produced by a chemical attack. Further, the percutaneous and resuspension hazards are not considered to be high. Exposure to sodium hypochlorite solution (household bleach) for 10 minutes destroys most toxins.

NBC reconnaissance personnel should organize one set of safety equipment (i.e., first response kit, disinfectant/biocide, and scissors) in a carrying case. This will make it much easier

for NBC defense teams to respond quickly to accidental spills. A second similar case should be packed with packaging and marking supplies (i.e., sterile sampling bags, sample data sheets, pens, absorbent pads etc.).

Transportation / Shipment

If the samplers are to be sent to a laboratory at a location that requires shipment or transportation on public transportation, the following shall be observed:

The PMT shall indicate on the original Record of CBIS Sampler Analysis form one of the following modes of shipment:

(1) "Released to First Class U.S. Mail."

(2) "Released to (name, rate/rank) to hand carry to CBIS sampler testing laboratory." In such case, the person transporting the specimens would sign the Record of CBIS Sampler Analysis form upon receiving the samplers.

(3) "Released to Air Mobility Command, Bill of Lading Number XXX."

(4) "Released to (Air carrier) Flight XXX, Bill of Lading Number XXX."

(5) "Released to (Foreign air carrier) Flight XXX, Bill of Lading Number XXX." (NOTE: A foreign flag carrier is used only when no other shipment means is available. Ensure that the following statement appears on Record of CBIS Sampler Analysis form and on all bills of lading - "Shipment complies with U.S. domestic and IATA international packaging regulations.") 

(6) When the Bill of Lading Number is not determined prior to sealing the container, indicate only the mode of shipment on the original and copy of the Record of CBIS Sampler Analysis form and annotate the command copy with the appropriate registration or bill of lading number when the container is accepted for shipment.

b. The PMT shall seal all sides, edges and flaps of the box with adhesive paper tape, then sign and date across the tape on the top and bottom of each shipping container.

(1) Seal and sign each container whether shipped separately or collectively, mailed or hand delivered to the analysis laboratory.

4. Laboratory Handling

a. The CO of the cognizant analysis laboratory or the director of the DoD-certified laboratory is responsible for maintaining an internal identification system to maintain accountability of samplers within the laboratory.

b. A designated laboratory employee will receive the shipment of samplers and store them so that the integrity and physical characteristics are maintained.

c. An individual designated by the CO or laboratory director shall open the outer wrappings, locate the Record of CBIS Sampler Analysis form, and visually inspect the shipping container to determine if the seals on sides, edges, and flaps were opened or tampered with while in transit. The designated individual shall then describe the condition of the shipping container in the appropriate block and sign and date the Sampler Custody Document.

d. The designated individual shall then open the container and inventory the contents. Accountability shall be maintained on CBIS samplers as they are transferred to sampler test containers and routed throughout the lab. The original sampler transport bags shall be maintained with the sampler in a secure location until preliminary and/or confirmation testing of the sampler is complete. 

e. Working samplers (that portion of the sampler which actually undergoes testing) shall be discarded. The residual sorbent and the original sampler bag of samplers testing negative shall be discarded. The Record of CBIS Sampler Analysis document showing chain of custody signatures will be annotated to indicate positive samples at the end of the confirmation process.  Commands requesting sample retention shall advise the analyzing labratory when any medical or administrative proceedings are completed. If legal or administrative proceedings are not completed within the requested period, the submitting command shall request another extension. 

g. The laboratory certifying official shall sign the Record of CBIS Sampler Analysis certifying that the results are accurate and have been correctly reported to the originating command.

h. The original Record of CBIS Sampler Analysis, the original intra-laboratory chain of custody document (if used), confirmatory documentation (gas chromatography/mass spectrometry tracing(s)), and a copy of the report of results shall be attached together and retained by the laboratory for a minimum of 3 years. After three years, these records shall be disposed of locally without notification to the originating command.

Appendix F: Toxic Industrial Chemical Downwind Hazard Distances


CHEMICAL
QUANTITY
DAY
NIGHT

Chlorine
Up to 100 tons
2 kilometers
5 kilometers

Phosgene
Up to 50 tons
2 kilometers
5 kilometers

Ammonia
Up to 500 tons
2 kilometers
5 kilometers

Hydrogen cyanide hot climate
Up to 50 tons
2 kilometers
5 kilometers

Hydrogen sulfide
Up to 50 tons
2 kilometers
5 kilometers

Methyl isocyanate
Up to 50 tons
2 kilometers
5 kilometers

Hydrogen cyanide cold climate
Up to 50 tons
1 kilometers
2.5 kilometers

Hydrogen fluoride
Up to 100 tons
1 kilometers
2.5 kilometers

Sulfur trioxide
Up to 50 tons
1 kilometers
2.5 kilometers

Nitrogen tetroxide
Up to 50 tons
1 kilometers
2.5 kilometers

Hydrogen chloride
Up to 50 tons
1 kilometers
2.5 kilometers

Ammonia
Up to 100 tons
1 kilometers
2.5 kilometers

Bromine
Up to 50 tons
1 kilometers
2.5 kilometers

Sulfur dioxide
Up to 50 tons
1 kilometers
2.5 kilometers

Acrylonitrile
Up to 50 tons
1 kilometers
2.5 kilometers

Note: For additional information on TICs Hazard Areas refer to A-LM-007-005/AX-004 1996

North American Emergency Response Guidebook (pages 295-337)

Appendix G: Analysis Procedures


Gas Chromatography

Gas Chromatography is a technique that is used to separate Volatile Organic Compounds (VOCs).  VOCs are the compounds of interest when looking for chemical agents used in weapons of mass destruction.  A gas chromatograph consists of a mobile phase, an injection port, and a separation column containing the stationary phase.

The samples are vaporized and passed through a column using nitrogen as a carrier gas.  The lighter compounds are swept through quickly and the heavier compounds are retarded by the stationary phase.  In other words, organic compounds are separated due to differences in their partitioning behavior between the mobile gas phase and the stationary phase in the column.  The GC Column is a single tube made of fused silica and coated with Methyl silicone (stationary phase, heat resistant).  This piping is where the chemical compound is separated and transported to the detector.  Carrier gas (mobile phase) is a very light gas (below the detectors set limits) used to carry compounds through the column and into the detector.

Lighter chemical compounds move forward and are carried through the GC by the carrier gas (mobile phase).  The heavier compounds are retarded by the stationary phase.  The term "retentions time” is derived from the behavior that reflects this relationship of the compound during the mobile phase as compared to the stationary phase.  This retention time, from the point of injection to the point of detection, is key to the identification and analysis of chemical compounds.

The selection of a sample inlet depends upon the sample and the sample matrix.  A sample can be introduced as a liquid or a gas.

The injection port is used to introduce a liquid sample.  The liquid is volatized into a gas using heat.  There are five main parts to the injection port:

The septum is a silicone disc that the syringe needle pierces to introduce a sample.  It is designed to maintain an airtight environment.

The carrier gas inlet provides a flow for the sample to follow.

The heated source turns the liquid into a vapor instantly.

The liner is a glass tube used to pinpoint the steam and to contain the sample upon introduction.

The injector and column interface is the point of transition from vaporizing to separating.

The syringe is used to inject a known and annotated amount of sample into the instrument.  Adapters and automated injector can be used to control the exact amount of sample introduced, and is controlled through the software.  Samples should be injected in a single continuous injection.

The volume of the needle should be uniform and only small amounts (1-3 micro liters) of a sample should be injected.

The syringe cannot have any visible air with the sample.  This will cause poor analytical results.

A rapid and consistent injection is necessary in order to obtain acceptable precision.  Caution must be exercised in that poor injection technique can result in poor analytical results.

Gas Chromatography is the fundamental beginning of the process.  Once that step has been completed, the next step can be taken; the Flame Photometric Detection (FPD).  The FPD is sensitive to the total amount of a sample entering the detector.  This detector measures phosphorus and sulfur in a compound, and matches the amount to a known amount in a known compound.

The desorption unit introduces a gas sample that has been collected on a solid sorbent tube.  The tube is then heated to loosen the bond between the sorbent material and the sample.  Carrier gas pulls the sample and transports it to either the GC or the detector.  The ATD 400 also provides the capability of external sampling through a heated sample line.  The line draws the sample into the desorber, then to the GC or detector, depending upon the set up selected.

The compound is burned in a hydrogen/air mixture.  It is first broken down into atomic and simple molecular species and then excited in much the same way as the gas in a florescent lamp. When these excited atoms or molecular species return to the ground state, they emit light.  Each element emits light of a characteristic wavelength.  By using an optical filter to observe only a single small band of wavelengths, this detector can be reasonably selective.  The phosphorus filter is yellow/green and removes all wavelengths of light, except a small band.  Phosphorous has its greatest light emission at this wavelength.  The sulfur filter is purple and removes all wavelengths of light, except a small band, which is characteristic of sulfur.  This light emission is a result of the S2 molecule (sulfur dioxide).

Interference filters have two distinct sides.  One side is shiny and reflective and the other is dull in appearance.  Interference filters are placed between the flame and the photomultiplier tube (PMT), with the reflective side facing the detector flame.  For ease of distinguishing between the two sides, interference filters have a small arrow on their ridge.  The arrow points in the direction of the PMT.  After passing through the interference filter, photons strike a photo-reactive coating at the entrance of the PMT . At this point, the photon knocks loose an electron.  The electron is accelerated to the grid and first dynode by a voltage differential.  Upon striking the surface of the dynode, the electron knocks loose several other electrons and these are accelerated toward the second dynode, etc.  There are several dynodes inside the PMT and the total interaction gives rise to an overall multiplication of up to a million-fold, depending on the total voltage applied.  The amount of electrons generated measures the amount of phosphorous and sulfur in a compound.

Mass Spectrometry

Mass spectrometry is essentially a technique for weighing molecules.  Mass spectrometry is based on the motion of a charged ion in an electric or magnetic field.  The mass to charge ratio of the ion effects this motion.  Since the charge of an electron is known, the mass to charge ratio is a measurement of an ion mass.

The inlet transfers the sample into the vacuum of the mass spectrometer.  In the source region, neutral sample molecules are ionized and then accelerated into the mass analyzer.  The mass analyzer is the heart of the mass spectrometer.  This section separates ions, either in space or in time, according to their mass to charge ratio.  After the ions are separated, they are detected and the signal is transferred to a data system for analysis.

All mass spectrometers have a vacuum system to maintain the low pressure, also called high vacuum, required for operation.  In some experiments, the pressure in the source region or a part of the mass spectrometer is intentionally increased to study these ion-molecule reactions.  Under normal operation, however, any collisions will interfere with the analysis.  The high vacuum increases the "mean free path", or the average distance that ions and molecules travel before colliding with another ion or molecule.  High vacuum ensures predictable and reproductive fragmentation, high sensitivity, and reliable results.

Ionization

A vacuum is produced using a combination of two pumps.

a.A rotary pump serves as a rough or fore line pump. It can produce a vacuum of 10-2 torr - 10-4 torr.

b. A turbomolecular or oil diffusion pump is used to achieve vacuums in the 10-5 torr range.  The mass spectrogram should not be operated without this level of vacuum. 

1). Turbomolecular pumps rely on a series of blades that spin 30,000 - 90,000 RPM. This produces a clean vacuum in just a few hours and is very reliable.

2). Oil diffusion pumps heat oil. This oil rises up the stacks and flows out of vents collecting and forcing gas molecules down creating a vacuum.

A variety of ionization techniques are used for mass spectrometry.  Most ionization techniques excite the neutral molecule, which ejects an electron to form a radical action (fragmentation).  Electron ionization is only suitable for gas phase ionization.  Ionization energy controls the amount of fragmentation that is observed in the mass spectrum.  This fragmentation complicates the mass spectrum, but it provides structural information for the identification of unknown compounds.

Electron Ionization (EI) is the most common ionization technique used for mass spectrometry.  It works well for many gas phase molecules, but does have some limitations.  Although the mass spectra are very reproducible and are widely used for spectral libraries, EI causes extensive fragmentation.  Consequently, the molecular ion is not observed for many compounds.  Fragmentation is useful because it provides structural information for interpreting unknown spectra.

Passing a current through a wire filament produces the electrons used for ionization.  The amount of current controls the number of electrons emitted by the filament. An electric field accelerates these electrons across the source region to produce a beam of high-energy electrons.  When an analyte molecule passes through this electron beam, a valence shell electron can be removed from the molecule to produce an ion.

Ionizing many molecules produces a mass spectrum; the spectrum is a distribution of the possible product ions.  Intact molecular ions are observed from ions produced with little excess energy.  Other molecular ions have more energy and undergo fragmentation in the source region.  The abundance of the resulting fragments, often called product ions, is determined by the kinetics of the fragmentation pathways and the ionization energy.  Changing the ionization energy changes the observed distribution of fragment ions.  This distribution provides the structural information for interpreting mass spectra.

Mass Analyzers:

After ions are formed in the source region, they are accelerated into the mass analyzer by an electric field.  The mass analyzer separates these ions according to their m/z value (mass to charge ratio).  The selection of a mass analyzer depends on the resolution, mass range, scan rate and detection limits required for an application.

Analyzers are typically described as either continuous or pulsed.  Continuous analyzers include quadrupole filters and magnetic sectors.  The CBIS system utilizes a quadrupole analyzer.  These analyzers are similar to a filter.  They transmit a single selected m/z to the detector.  The mass spectrum is obtained by scanning the analyzer so that different mass to charge ratio is detected.

The quadrupole mass analyzer is the most common mass analyzer.  Its compact size, fast scan rate, high transmission and modest vacuum requirements are ideal for small, inexpensive instruments.  In the mass spectrometer, an electric field accelerates ions out of the source region and into the quadrupole analyzer.  The analyzer consists of four rods or electrodes arranged across from each other.  As the ions travel through the quadrupole, they are filtered according to their m/z value so that only a single m/z value ion can strike the detector.

The Radio Frequency (RF) and Direct Current (DC) voltages applied to the electrodes determine the m/z value transmitted by the quadrupole.  These voltages produce an oscillating electric field that functions as a band pass filter to transmit the selected m/z value.  The RF voltage rejects or transmits ions according to their m/z value by alternately focusing them in different planes.  The four electrodes are connected in pairs and the RF potential is applied between these two pairs of electrodes.  During the first part of the RF cycle the top and bottom rods are at a positive potential and the left and right rods are at a negative potential.  This squeezes positive ions into the horizontal plane.  During the second half of the RF cycle the polarity of the rods is reversed.  This changes the electric field and focuses the ions in the vertical plane.  The quadrupole field continues to alternate as the ions travel through the mass analyzer.  This causes the ions to undergo a complex set of motions that produces a three-dimensional wave.

Detectors

Detection of ions is based upon their charge or momentum.  For large signals a faraday cup is used to collect ions and measure the current.  Most detectors currently used amplify the ion signal using a collector similar to a photomultiplier tube. These amplifying detectors include electron multipliers, channeltrons and multi channel plates.  Changing the high voltage applied to the detector controls the gain.  A detector is selected for it's speed, dynamic range, gain, and geometry.  Some detectors are sensitive enough to detect single ions.  The electron multiplier accelerates the ion.  When they strike another surface more electrons are released and the amount of electrons released are measured.

DATA SYSTEM

The final component of a Mass Spectrometer and Flame Photometric Detector is the data system.  The data system controls the instrument, acquire hundreds of spectra in a minute and search tens of thousands of reference spectra to identify an unknown within the sample. The data system is needed to:

1. Control the operation of the GC/MS.

2. Tune the MS.

3. Receive and store all data.

4. Handle all GC type data processing.

5. Handle MS data analysis and library searches.

6. Process data in ways that are not possible with traditional GC signals.

Joint Vision 2010 established the initial conceptual template for how the services will channel the vitality of the force and leverage technological opportunities to achieve new levels of effectiveness in joint warfighting. The Concept for Future Joint Operations (CFJO) expands the Vision’s new operational concepts to


provide a more detailed foundation for follow-on capabilities assessments.





Joint Vision 2010 introduced four new concepts which lead to Decisive Operations.  These four new concepts; Dominant Maneuver, Precision Engagement, Focused Logistics, and Full-Dimensional Protection are defined separately, but are mutually supportive and in operations, are interdependent.  Each concept’s individual contributions are not nearly so important as the cumulative effect achieved when they are applied collectively, and properly balanced. Whether war or in other military operations, the Joint Force Commander’s balances operational concepts to conduct decisive operations. 








The National Military Strategy for operating in a NBC battlespace has its foundation based in a good defense.  This defense is achieved through employing three primary principles: Avoidance; Protection; and Decontamination.  Of these three principles, the most effective protective measure available, remains the use of all passive and active measures available in avoiding or minimizing exposure. CBIS is designed to enhance the commander’s ability to avoid exposing the force to potentially harmful levels of CB materials, regardless of their origin.  Through successful employment of these principals, the commander achieves Force Sustainment.








Frequently, the commander faces conflicting requirements.  These conflicting requirements may involve operational decisions that could produce long term health complications for effected members of the force.  Information provided by CBIS can be utilized to monitor hazardous exposure levels and formulate environmental health risk assessments in order to minimize health-threatening exposure levels. CBIS provides yet another tool the commander can use to balance these often, conflicting requirements.





The thermal desorber component of the CBIS system extracts the volatile and semi-volatile elements from the sampler sorbent. The Perkins-Elmer ATD-400 desorber consists of a carousel capable of processing 50 desorption tubes sequentially.  Sample range includes semi-volatiles and volatiles, as well as polar and non-polar compounds.





When directed to don the CBIS sampler, the individual will remove the sampler from the resealable plastic bag, using care not to lose the provided O-ring.





After removal, the date and time will be annotated on the back side of the sampler. This is an extremely important step, as the sampler collects a cumulative dose.  Failure to accurately record total time of exposure will yield erroneous results.





After the requisite exposure period, the individual removes the CBIS sampler and, retrieving the O-ring from the plastic bag in which the sampler was issued, he places the O-ring over the front opening, and attaches the plastic cover.











The date and time of removal will be annotated on the back side of the badge.  Again, accurately recording the period of exposure is very important for valid exposure measurements.





DATE





ANALYST


SIGNATURE





At the first indication of a heightened level of threat as signaled by detector alarm, CBIS analysis, or higher headquarters intelligence, the entire force should be issued sampler. This measure will permit all personnel to be monitored for low levels of exposure, while also minimizing force preparation time to reach the next MOPP level.
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