DEPARTMENT OF THE AIR FORCE

HEADQUARTERS AIR COMBAT COMMAND
LANGLEY AIR FORCE BASE, VIRGINIA

MEMORANDUM FOR HQ ACC/SGM 30 May 00

FROM: SC§

SUBJECT: Interim Certificate to Cormmand Core System (CCS) 4.1

1. An Interim Certificate to Operate (CTO) is approved until 5 May 01 for the Command Core
System 4.1, consistent with the system’s interim security type accreditation. CCS 4.1 has met the
basic operational and technical requirements necessary to process SENSITIVE information up to
the UNCLASSIFIED level. The ACC Network Operations and Security Center will inform the
ACC Network Control Centers that CCS 4.1 is authorized for use on the ACC Enterprise at all ACC
bases.

2. During this interim period, you must ensure appropriate actions are taken to address residual risks
identified in the ACC interim security type accreditation (Atch 1). Failure to mitigate the remaining
risks may prohibit use of this application beyond 5 May 01. An SCS Information Technology (IT)
Consultant will work with your staff to develop a corrective plan to resolve each of the remaining
risks.

3. This Certilicate to Operate is only good for the current version system configuration and
associated workstation applications. Any other version, revision, or upgrade will require a separate
Certificate to Operate. Please refer to the certifying process web page
{(http://wwwmil.acc.af.mil/sc/scs) or contact your SCS I'I Consultant, Mr Johnny Jackson, SCSA, 4-
5332 or e-mail johnny jackson@langley af.mil, for details on how to certify an upgraded application or if

you have any questions.
g gl (O
AUL M. BESSON, Lt Col, USAF

Chief, Mission Systems Division
Directorate, Communications and Information Systems

Attachment:
Security Type Accreditation

cc: HQ ACC/SCSO
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MEMORANDBUM FOR 1 ACCSEG
FRONE: HOQ ALCTRC

SUBJECT: Tarerim ACC Type Acereditation for Commuand Core System (CCS) vd 0

1. According to the provisions of AFPD 332 Infocmation Prutection, [ herehy grant intering ovpe
dccredilation o 1he TOS, Fins interim Goqie aceret Lion alinws (rocessiig up 1o the seisitve,
wochassified level in the sastem high secuarity mede of vperation whivo accompuanied by an ACC

Cer ate to Operite (O EO) This acercditation is baseid upon review of all referenves in AFPHR 33-2
and #ony declaration thae pdequate system seeurity conmnteemensares have been impleniented ta

suppord the intended mission.

20 A changes ty the systeny ney lead toony Yuture disapproval of operativns, Therefure, itis
incumbrat upon the Compaoter Systems Manager {CSM) o analyze these chanpes and determine the
HOPEACT e sysiein secOrits, Appropriste sction must be Giken 1o madntain the leveb-of-protection
consistend witlt the requireneests in this imeerin accreditation, Ve CSM will maintain the Tnterim
Avervditation Package, of which, this legrer sith ateachamvent will be made 3 pesmanent part,

This interim type acereditarion is vadid for 1 yvear fram the date of this letter, 10 the respoansihiity
ul the certilivation utCiginl (ONDS1EA MHES) Lo make sury gl reguiced actiois that wre listed in the
atiachnient are flly implemented ensering scceeditation. The type acereditation is regaired priov
receis g o CTO ram ACC,

£, The tspe aecreditatiun snpports the sive certiliention md
acercditation packaye provides the initial acereditation docwmentation thatl must be merped with the
sibe-spetific issnes for site centification and acervditation. The lueal Designated Approving Autherity
is respaisitie Tar site ucereditmion Tor the subject system in their locul environment.

ditmtion prucess. This type

2647717,

DN RSTINSDN, Cotangl, ISAF
Deputy Direcrar
Cormmumcatuns 2nd lntormation

Attuchment:
T ACOSOSC e, 21 Apr (b w/Adeh
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DEPARTMENT OF THE AIR FORCE
HEADQUARTERS AIR COMBAT COMMAND
LANGLEY AIR FORCE BASE, VIRGINIA

MEMORANDUM FOR HOQ ACCSC 20 Apr i
FROM: HOQ ACCSCSC
SUBJECT: Kecommendation for Intesim ACC [y pe Acereditation for the Conmand Core

System {UCS) vd i

I, CCS may be accredited in secordance witlh AFSS] 3024, Volume [V, After a complew:
review znd evaluaton of the CUS System Securily Authorzzaticon Agreciment, we reeommimand

interim avercditation o eperate in the system high secuetty mode of operalion for sensitive,

unzlaszified informauon,

20 CUS s actientserver relational database application that provides a base-les ¢ data repository
and query ¢apability or Environmental. Safety. and Qeeupational Health {ESOF) related
infarmation at cach Adr Foree bose. The system performs tasks related 10 the mointenance,
reparting, and use o the environmental and medical data required by an EXOH support
argitization. [ enables tracking of hazardous processes and their effect on people and the
enviramment. The systent §s designed to enable ESOH suppert organizations w share common
infirmation withow deplicating slicady wvailably Jdaia sy stenas.

3, Owverall, the sceurity posture af CCY 13 acceplable. The individual application

implements its awn identification and authentication in addition o the security features existing
on ACC aceredited swstams, CUY s a legaey system that s being upgraded. There are
protecols thal are only aceeptable with the appropriate countermeasures applied (Aick 1), The
PM s planning an upgrade (NLT Sep 00) to COS which will mitigate many of the risks
identified. In addition o the risks and countermensitres, we have wentified, the Accrediation
report identifics plans w mitigawe the risks. CCS i 72K campliam (Awh 2).

suveril

7 - '
ROBERT L PINCKNEY, GS-11, TYAF
Destgested Apprisval Authority Represciative

Attachiments:
1. Breakidowa ol Risks
30O¥IK Cenificate




